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I.	Overview

Risks	that	threaten	the	security	and	availability	of	networks	and	applications	range	

from	newfound	software	and	operating	system	vulnerabilities—announced	at	a	rate	

of	155	a	week	in	2006—to	misconfigurations	and	errors	that	easily	creep	into	

server,	firewall,	and	end-point	settings.	Rapid	changes	within	technology,	new	

server	and	software	deployments,	and	the	evolving	sophistication	of	attack	methods	

used	to	infiltrate	systems	and	steal	data	create	the	greatest	set	of	challenges	faced	

by	security	and	IT	administrators	trying	to	keep	their	systems	secure	and	within	

regulatory	compliance.	

	 That’s	why—whether	protecting	five	servers	or	5,000—measuring	the	security	

status	of	your	infrastructure	and	your	organization’s	ability	to	rapidly	mitigate	

emerging	threats	needs	to	be	continuously	monitored	and	measured.

	 It’s	impossible	to	secure	what	isn’t	measured.	Without	an	accurate	depiction	

of	your	network,	the	ability	to	identify	real-world	security	threats	and	evaluate	your	

organization’s	ability	to	respond,	there’s	no	way	to	improve,	let	alone	understand,	

the	true	security	posture	of	your	infrastructure.		More	and	more,	companies	seeking	

to	better	manage	complex	threats	and	increased	regulatory	demands	are	enhancing	

their	security	efforts	by	establishing	effective	and	sustainable	vulnerability	and	risk	

management	programs	that	quantify	their	security	progress	to	maintain	the	confi-

dentiality,	integrity,	and	availability	of	business	data	and	networks.					

	
II.	Risk	Reduction	and	Continuous	Security	Improvement:		
Measuring	What	Matters

Measuring	the	effectiveness	of	your	IT	security	and	vulnerability	management	

program	doesn’t	mean	increased	workload	for	security	managers	and	system	

administrators.	In	fact,	with	the	right	tools	in	place,	collecting,	correlating,	and	

analyzing	IT	security	information	should	be	integrated	into	the	workflow	already	in	

place	to	identify	and	fix	your	unpatched	and	misconfigured	systems.

	 The	goal	is	to	track	the	progress	of	your	vulnerability	management	program	

in	ways	that	give	administrators	the	information	they	need	to	swiftly	remedy	at-risk	

systems,	while	also	providing	business	leaders	the	insight	they	need	to	understand	

their	company’s	overall	levels	of	risk.	This	is	accomplished	by	obtaining	an	accurate	

network	baseline,	classifying	IT	systems,	identifying	and	prioritizing	system	vulner-

abilities,	validating	their	remediation,	and	capturing	the	intelligence	needed	to	

measure	security	posture	and	improvement	over	time.	

	 QualysGuard,	from	Qualys	Inc.,	is	the	leading	on-demand	security	risk	and	

compliance	management	solution.	QualysGuard	enables	businesses	of	all	sizes	to	

strengthen	the	security	of	their	networks	through	automated	security	audits	that	

capture	everything	they	need	to	quantify	and	measure	their	security	posture,	

including	the	ability	to:	Discover	and	prioritize	all	network	assets;	proactively	

identify	and	fix	security	vulnerabilities;	manage	and	reduce	business	risk;	and	

ensure	steady	compliance	with	IT	security	laws,	industry	regulations,	and	internal	

security	policies.		

	 Delivered	as	an	on-demand	Web-based	service,	QualysGuard	requires	no	

hardware	or	software	to	install	or	maintain,	is	deployable	in	hours,	and	provides	an	

“You can’t manage what you 
can’t measure.”

	 Peter	Drucker
Management Visionary & Author

	 The goal of your vulnerability 
management program is to 
give administrators the infor-
mation needed to quickly 
remediate issues, while  
providing business leaders  
the insight they need to  
understand the company’s 
overall risk.
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immediate	view	of	security	and	regulatory	compliance	readiness.	With	more	than	150	million	IP	audits	conducted	annually,	

QualysGuard	is	the	most	widely	deployed	on-demand	security	solution	in	the	world.	

	 This	paper	details	the	essential	aspects	of	a	putting	into	place	a	measurable	and	sustainable	vulnerability	manage-

ment	program,	and	demonstrates	how	QualysGuard	automates	everything	you	need	along	the	way.

	
ESSENTIAL	STEP	1:	Discover	Baseline	Network	Assets	

The	first	step	is	to	establish	an	accurate	baseline	and	map	of	your	network.	In	this	stage,	each	network	asset	needs	to	

be	identified:	servers,	desktops,	notebooks,	routers,	wireless	access	points,	networked	printers,	and	other	connected	

devices.	This	baseline	provides	the	foundation	for	managing	and	measuring	your	vulnerability	management	program.	

Your	network	baseline	will	continuously	change	as	new	servers,	applications,	and	devices	are	deployed.	That’s	why	it’s	

vital	to	have	the	ability	to	update	the	status	of	your	network	as	often	as	needed.

How QualysGuard Automates Network Discovery and Mapping

QualysGuard	rapidly	detects	and	identifies	all	of	your	networked	IT	assets—servers,	desktops,	routers,	and	other	

networked	devices.	QualysGuard	makes	no	assumptions	about	any	aspects	of	the	infrastructure,	and	identifies	all	assets	

and	vulnerabilities	on	all	65,536	ports.	The	result	is	a	powerful	and	highly	accurate	baseline	of	your	network	that	includes	

each	connected	device.	The	QualysGuard	network	map	can	be	viewed	as	a	visual	representation	or	as	a	standard	report.

	 The	QualysGuard	network	map	can	be	used	to	classify	the	business	value	of	each	device,	and	to	obtain	trend	

information	on	how	well	security	efforts	are	improving	over	time.	This	powerful	representation	of	your	network	also	can	

be	used	to	initiate	on-demand	or	pre-scheduled	scans	to	examine	the	security	of	each	asset	or	area	of	your	network.	

QualysGuard discovers and depicts your entire network topology:  
n		All network access points.		
n		The hostname of every system. 
n		Both static and dynamic IP addresses.
n		Every operating system.
n		Common communication services, including HTTP, SMTP, Telnet, and others.

Figure 1: QualysGuard	Discovery	Map
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ESSENTIAL	STEP	2:	Asset	Classification	

Following	full	network	discovery,	the	next	phase	is	

to	classify	the	business	value	of	your	desktops,	

servers,	and	applications.	It’s	essential	that	

networked	devices	be	grouped	and	classified	from	

what	are	low-priority	systems,	such	as	segmented	

test	systems,	to	medium-priority	systems	like	the	

notebooks	used	by	your	sales	team,	to	the	most	

critical	systems	that	govern	regulated	information	

or	are	vital	to	business	operations	and	cash	flow.	

How	you	classify	your	systems	depends	on	the	

nature	of	your	business.	For	example,	while	Web	

servers	and	systems	that	support	order	fulfillment,	

including	those	regulated	by	PCI	DSS,	may	be	the	

most	critical	devices	for	an	Internet	merchant,	it	

could	be	all	of	the	systems	that	support	the	supply	

chain	for	a	manufacturer.	The	goal	is	to	identify	

those	systems	that	are	essential	to	business	

operations	and	success.	Additionally,	all	systems	

that	handle	regulated—or	private	customer—

information	need	to	be	classified	accordingly.	

	 By	classifying	IT	assets,	you’ll	be	able	to	

respond	in	the	most	effective	way	possible,	and	

mitigate	those	risks	that	target	your	most	crucial	

assets	and	business	units.

How QualysGuard Streamlines Asset Classification 

QualysGuard	makes	it	possible	for	you	to	centrally	manage	

all	network	assets,	and	quickly	identify	those	that	are	out	of	policy,	misconfigured,	

or	otherwise	vulnerable.	Even	hosts	that	are	automatically	assigned	dynamic	

addresses	can	be	identified	easily	and	tracked	through	QualysGuard’s	Dynamic	

Host	Management	(DHCP)	capabilities.	QualysGuard	enables	assets	to	be	custom	

tagged	for	enhanced	classification	levels.	QualysGuard	asset	tags	can	be	customized	

for	each	scan,	and	provide	a	powerful	way	to	tag,	track	and	manage	every	

networked	device.	And	QualysGuard	provides	additional	asset	qualification	levels,	

allowing	customers	to	group	assets	into	specific	business	units	in	any	way	desired.	

Figure 2: QualysGuard	Business	Unit	Reports	enable	detailed	asset	
classification	and	business	unit	grouping.
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ESSENTIAL	STEP	3:	Swift,	Accurate	Vulnerability	
Identification	

Modern	networks	are	complex,	with	most	organizations	

supporting	various	server,	operating	system	and	Web	

platforms.	What’s	needed	is	a	highly	accurate,	comprehensive,	

and	up-to-date	way	to	identify	the	latest	system	vulnerabilities	

and	misconfigurations	based	on	timely	information	and	your	

precise	system	and	network	configurations.	Proper	“Defense	

in	Depth”	security	requires	that	the	strongest	possible	

vulnerability	detection	and	management	system	is	imple-

mented.	This	ensures	that	the	vulnerabilities	identified	pose	

real-world	risks	to	your	organization,	and	that	administrators	

don’t	waste	time	chasing	vulnerabilities	that	don’t	actually	

exist	(false	positives).		

	 Too	many	organizations	will	run	a	vulnerability	assess-

ment	and	blindly	begin	patching	the	most	critical	vulner-

abilities	first,	then	move	toward	their	medium	and	low	risks.	

While	this	is	certainly	one	way	to	approach	the	problem,	it’s	

not	always	the	most	effective	route	to	risk	reduction.	The	

fact	is	that	critical	vulnerabilities	on	certain	systems	often	

can	be	a	lower	priority	than	medium	vulnerabilities	on	your	

most	important	systems.	That’s	why	it’s	important	to	

correlate	vulnerability	criticality	(typically	in	levels	ranging	

from	1	to	5)	with	the	business	value	of	vulnerability	systems	

and	network	segments.	You	want	to	mitigate	the	most	vital,	

and	regulated	systems	first.	

	
How QualysGuard Automates Accurate Vulnerability 
Analysis 

QualysGuard’s	on-demand	vulnerability	assessments	

examine	your	infrastructure	against	the	most	accurate,		

up-to-date	vulnerability	database	in	the	industry.	The	

QualysGuard	solution	includes	its	own	KnowledgeBase	of	

vulnerability	signatures	which	is	updated	daily	to	deliver	Six	

Sigma	accuracy	(99.997%)	via	painstaking	testing	of	each	

signature.	The	result	is	unmatched	scanning	breadth	and	

accuracy	for	every	audit.

	 QualysGuard’s	powerful	classification	and	categorization	of	

vulnerabilities	enables	the	creation	of	specific	metrics	for	various	

types	of	vulnerabilities.	This	configuration-based	vulnerability	

reporting	capability	provides	metrics	relevant	for	measuring	organizational	security	

awareness,	program	effectiveness	and	adherence	to	corporate	security	policies.

	 By	prioritizing	remediation	efforts	based	on	IT	asset	values	and	vulnerability	

criticality,	you’re	first	reducing	the	risks	that	pose	the	greatest	threat	to	your		

organization.

Figure 3: QualysGuard	Technical	Report	helps	administrators	
effectively	pinpoint	and	fix	critical	issues	fast.
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ESSENTIAL	STEP	4:	Transform	Raw	Security	Data	
into	Intelligence	through	Comprehensive	Reporting

Reading	listings	of	unrefined	vulnerabilities	is	of	little	value	

when	measuring	security	levels.	What	administrators	need	

are	comprehensive	reports	that	detail	vulnerability	criticality	

and	provide	instant	access	to	verified	remediation	solutions,	

whether	they	be	software	vendor	patches,	workarounds,	or	

other	defensive	strategies.		

	 In	addition	to	generating	reports	geared	toward	

system	administrators	and	security	managers,	security	

information	needs	to	be	collected,	customized,	and	presented	

to	others	who	need	information	regarding	the	security	status	

of	your	organization.	These	include	demonstrating	high	

levels	of	security	and	regulatory	compliance	to	management,	

regulators,	acquiring	banks	(in	the	case	of	PCI	DSS),	and	

even	to	business	partners	and	customers	who	may	request	

information	regarding	your	IT	security	efforts.

	
How QualysGuard Automates IT Security Reporting  
and Auditing 

QualysGuard	automatically	generates	comprehensive,	yet	

easy-to-understand,	vulnerability	reports	that	quantify	

system	risks	and	provide	administrators	with	all	of	the	

information	they	need	for	fast	and	effective	remediation,	

even	by	individual	business	units.	Vulnerabilities	are	ranked	

by	criticality	through	the	1-through-5	industry	standard,	

including	vulnerability	links	to	Bugtraq	and	the	Common	

Vulnerabilities	and	Exposures	(CVE)	dictionary	maintained	by	

Mitre	Corp.	QualysGuard’s	predefined	reports	also	highlight	

your	organization’s	level	of	protection	against	the	SANS	Top	

20	listing	of	the	most	critical	vulnerabilities,	as	well	as	insight	

into	the	ten	most	prevalent	vulnerabilities	in	your	internal	and	

externally-facing	infrastructure.	QualysGuard	gives	organizations	

the	ability	to	mitigate	their	most	pressing	vulnerabilities	in	

the	fastest	way	possible.

Figure 4: QualysGuard	Executive	Reports	provide	senior		
management	with	an	accurate	understanding	of	the		

organizations	security	posture
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ESSENTIAL	STEP	5:	Dynamic	Dashboards	
&	The	Ability	to	Measure	and	Trend		
Security	Posture	over	Time

Dashboards	create	instant,	near	real-time	

insight	into	the	risk	posture	of	your	organization	

by	visually	representing	overall	network	health.	

The	Dashboard	needs	to	be	kept	continuously	

up-to-date	and	customizable	for	your	specific	

business	and	security	needs.

	 With	each	vulnerability	assessment,	a	

record	is	created	that	tracks	the	date	and	time	

of	the	scan,	the	number	of	identified	vulnerabilities,	

their	severity,	and	the	business	value,	or	

classification,	of	each	system.	Once	patches	

have	been	deployed,	a	subsequent	scan	

validates	that	each	system	patch	had	been	

properly	applied	and	its	associated	risks	miti-

gated.	The	ability	to	track	how	long	it	takes	your	

organization	to	identify,	remedy,	and	validate	

patch	deployments	is	fundamental.	This	measurement	highlights	how	well	your	vulnerability	management	program	is	

working;	thus,	by	reducing	the	number	of	days	it	takes	to	patch	vulnerable	systems,	administrators	can	demonstrate	to	

business	managers	how	they’re	reducing	organizational	risk.	

	 Also,	areas	of	weakness	can	be	identified,	such	as	servers	consistently	maintained	below	policy,	or	that	certain	

business	groups	or	IT	administrators	are	taking	too	much	time	to	remedy	at-risk	systems.	By	trending	the	time-to-patch,	

and	correlating	that	information	with	the	business	value	of	your	IT	assets,	you	also	can	track	your	organization’s	overall	

success	at	keeping	systems	in	line	with	your	internal	security	policies—such	as	patching	all	critical	systems	within	one	

week	of	identifying	a	vulnerability,	and	within	two	weeks	for	others.	Other	key	metrics	worth	tracking	include	the	degree	

at	which	all	end-points	and	servers	are	maintained	within	regulatory	compliance,	how	many	systems	remain	vulnerable	

over	time,	and	the	percentage	of	systems	consistently	maintained	within	your	IT	security	policy.

How QualysGuard Automates the Executive Dashboard to Enable Deep Insight 

The	QualysGuard	Executive	Dashboard	provides	an	interactive	portal	that	illustrates	your	risk	level	in	near	real-time.	

QualysGuard	Dashboards	can	be	customized	to	display	vulnerability	and	remediation	information,	and	overall	security	

posture	for	administrators	and	business	managers	alike.	This	interactive	portal	visually	highlights	your	greatest	security	

risks	and	most	urgent	remediation	tickets	in	real-time.	All	aspects	of	your	vulnerability	management	status	are	displayed,	

including	vulnerability	trends,	open	remediation	tickets,	and	tailored	Top	10	vulnerability	lists	and	rankings	of	your	most	

vulnerable	systems.	

	 QualysGuard	delivers	the	technical	insight	that	security	managers	need	for	effective	remediation	and	the	high-level	

risk	summaries	business	managers	need	to	understand.	QualysGuard	trending	reports	can	be	generated	through	dozens	

of	predefined	formats,	or	highly-customized	for	your	organization.	QualysGuard	summarizes	the	security	status	of	each	

network	device,	including	scan	information,	specific	host	information,	and	a	listing	of	detected	vulnerabilities.	Based	on	

scanning	histories,	QualysGuard	automatically	provides	trend	analysis	and	differential	reports	that	detail	your	security	

policy	compliance.	Managers	and	executives	can	easily	use	this	information	to	allocate	security	budgets,	update	insurers,	

and	demonstrate	your	security	due-diligence	efforts	to	business	partners,	regulators,	and	customers.	

Figure 5: QualysGuard	Executive	Dashboard	provides	a	holistic	view	of	risks	and	the	
progress	being	made	to	ensure	network	security.
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ESSENTIAL	STEP	6:	Remediation	Process	Integration

Often	overlooked	as	a	measurable	IT	security	metric,	remediation	closes	the	

loop	when	solving	security	gaps	discovered	during	the	vulnerability	assessment	

and	management	process.	By	understanding	how	quickly	your	organization	

can	remedy	discovered	vulnerabilities	and	misconfigurations,	you	gain	insight	

into	the	overall	security	posture	of	your	organization	and	its	ability	to	put	both	

proactive	and	reactive	measures	in	place.	In	the	wake	of	the	reduced	time	

between	the	discovery	of	new	vulnerabilities	and	the	availability	of	exploits,	

fast,	effective	detection	and	remediation	is	critical.	

How QualysGuard Enables Effective Remediation  

In	addition	to	being	able	to	accurately	and	immediately	identify	new	vulnerabilities,	

QualysGuard’s	native	ticketing	and	remediation	system	provides	the	visibility	

that	organizations	need	to	ensure	that	all	vulnerabilities	have	been	fully	

resolved,	and	highlights	any	outstanding	issues	that	still	require	attention.

	 Through	its	ability	to	quantify	your	organization’s	mean-time-to-repair	

(MTTR)	across	business	units,	QualysGuard	provides	you	the	ability	to	fix	

operational	performance	gaps.	QualysGuard’s	remediation	capabilities	can	be	

employed	as	a	stand-alone	system,	or	tightly	integrated	with	other	best-in-class	

ticketing	systems.	When	used	in	a	stand-alone	capacity,	QualysGuard’s	

remediation	processes	enable	you	to	keep	operational	duties	separated,	while	

integrating	it	with	ticketing	systems	could	offer	you	additional	performance	

measurements.

	 Remediation closes the loop 
when solving security gaps 
discovered during the  
vulnerability assessment  
and management process.

	

Figure 6: QualysGuard	Remediation	Dashboard	provides	a	built-in		
ticketing	and	remediation	tracking	system.
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ESSENTIAL	STEP	7:	Demonstrating	Regulatory		
Compliance	through	Comprehensive	Reporting

Maintaining	regulatory	compliance	requires	organizations	be	

able	to	demonstrate	that	their	systems	are	secure,	and	that	

adequate	processes	and	procedures	are	in	place	to	quickly	

address	any	gaps	in	security	posture	and	compliance	that	

may	arise.	For	publicly	traded	companies,	this	can	include	

detailed	reports	for	financial	systems	as	required	by	Sarbanes-

Oxley.	While	health	care	organizations	will	need	to	pay	

special	attention	to	clinical	and	administrative	systems	that	

contain	private	medical	information	in	order	to	stay	in	compliance	

with	the	Health	Information	Portability	and	Accountability	

Act.	The	regulations	organizations	need	to	contend	with	

are	growing	in	number	and	complexity	–	FISMA,	the	

European	Directive,	California	SB	1386,	and	the	Payment	

Card	Data	Security	Standard	(PCI	DSS)	–	but	the	process	and	

requirements	are	the	same:	substantiate	adequate	levels	of	

security	to	industry	and	government	regulators	and	auditors.

How QualysGuard Provides Powerful Regulatory  
Compliance Reporting

Through	its	ability	to	generate	highly-customizable	reports	

and	those	designed	to	prove	compliance	to	common	

regulations,	such	as	PCI	DSS—QualysGuard	provides	the		

IT	team	the	most	effective	way	to	demonstrate	high	levels	of	

security	and	regulatory	compliance	to	business	managers,	

partners,	customers,	and	regulatory	auditors.	Reports	can	be	

presented	in	HTML,	MHT,	PDF,	CSV	and	XML	formats.	

Figure 7: QualysGuard	PCI	Executive	Report	enables	merchants		
to	prove	PCI	DSS	compliance.
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Conclusion

With	these	baselines	covered,	security	teams	can	turn	raw	security	statistics	

into	quantifiable	security	improvements:	have	the	number	of	critical	system	

vulnerabilities	decreased	over	time?	Have	the	number	of	IT	related	regulatory	

audit	findings	also	been	reduced?	Have	new	processes	reduced	the	number	of	

days	between	vulnerability	identification	and	remediation?		The	challenge	is	

ensuring	that	your	organization’s	ability	to	gather	these	statistics	is	streamlined	

within	the	daily	workflow	of	security	personnel.	

	 The	continuous	measurement	of	your	security	posture	and	vulnerability	

management	program	is	a	crucial	aspect	of	your	IT	security	efforts.	And	

QualysGuard	enables	companies	of	all	sizes	to	automate	the	processes	

associated	with	measuring	and	quantifying	vulnerability,	compliance	manage-

ment,	as	well	as	IT	security	readiness.	QualysGuard	proactively	provides	

everything	needed	to	identify,	measure,	reduce,	and	demonstrate	reduction	of	

risk:	the	discovery	and	classification	of	all	networked	assets,	identifying,	

prioritizing,	remediation,	and	validation	that	the	vulnerabilities	that	make	the	

vast	majority	of	security	breaches	possible	have	been	eliminated.	In	addition	to	

being	able	to	accurately	and	immediately	identify	new	vulnerabilities,	QualysGuard’s	

native	ticketing	and	remediation	system	provides	the	visibility	that	organizations	

need	to	ensure	that	all	vulnerabilities	have	been	fully	resolved,	and	highlights	

any	outstanding	issues	that	still	require	attention.

	 Through	its	ability	to	quantify	your	organization’s	mean-time-to-repair	

(MTTR)	across	business	units,	QualysGuard	provides	you	the	ability	to	fix	

operational	performance	gaps.	QualysGuard’s	remediation	capabilities	can	be	

employed	as	a	stand-alone	system,	or	tightly	integrated	with	other	best-in-class	

ticketing	systems.	When	QualysGuard	is	used	in	a	stand-alone	capacity,	its	

remediation	processes	enable	you	to	keep	operational	duties	separated,	while	

integrating	it	with	ticketing	systems	could	offer	you	additional	performance	

measurements	that	provide	optimal	security	risk	reduction.

For a Free Trial of QualysGuard, visit www.qualys.com
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