
WHITE PAPER
Data Protection for SMBs: Beyond Tape Backup

SMBs need to re-evaluate the wisdom of protecting branch 
offi ce and PC data with tape backups and other localized, 
do it yourself solutions.  The risks and potential costs-of 
losing crucial information for good, of interrupting operations, 
losing customers, being found in non-compliance by federal 
regulators – are too great.  And the price of failure keeps 
growing, as more and more business-critical information 
is generated and stored at remote sites and on end-user 
computing devices. 

For many SMBs, on-demand data protection services 
represent an affordable, workable solution to a thorny problem. 
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Executive Summary 

Small and medium sized businesses (SMBs) face the same basic data protection challenges as 
large businesses.  The dangers and potential business costs of unprotected data can easily be 
catastrophic, whether a company runs on megabytes or terabytes of data.  As one IT administrator 
put it: “We don’t have huge amounts of data, but what we do have, we depend on.” 

Unfortunately, SMB IT departments typically have far fewer resources to bring to the problem than 
their larger counterparts. According to Yankee Group, 46% of SMBs have three or fewer dedicated 
IT staff, and 60% have a total storage budget of less than $50,000.

Compounding the problem, SMBs increasingly face the same distributed data protection challenges 
that plague larger companies.  As branch offi ces proliferate and employees spend more and more 
time on the road, more and more data is being generated away from a fi rm’s main site. 

Lacking the resources to solve the problem in-house, many SMBs are turning to a completely 
different kind of solution: remote, on-demand data protection services. 

This paper will outline the challenges that SMBs face as they struggle to protect increasingly 
distributed data.  It will then go on to discuss how remote, on-demand services represent can help 
small to medium sized fi rms meet all of their data protection needs reliably, securely and cost-
effectively, without overtaxing in-house IT resources.

The Challenge

Being small doesn’t save a health care company 
or brokerage fi rm from having its data retention 
policies audited by regulators.  Litigation can 
happen to anyone.  Earthquakes, blackouts and 
hurricanes don’t discriminate between small and 
large fi rms, or between a corporate data center and 
a one-fl oor branch offi ce.  

The costs of inadequate data protection are high.  
Losing data and then having to recreate it from 
scratch costs American businesses between 
$2,000 and $8,000 per megabyte.  

A signifi cant portion of that loss happens outside 
the data center – and out of IT managers’ control. 
A recent Computerworld survey of IT professionals 
found that of those who reported data loss in the 
previous six months, 50 percent said the data was 
lost from desktops, and 24 percent said the loss 
was from branch offi ces.

Some 75% of corporate data currently resides at 
remote corporate sites.  About 80% of employees currently work outside of corporate headquarters, 
according to Nemertes research.

The problem is likely to worsen over the next few years.  Medium-sized fi rms have an average of 
eight remote or branch locations, according to IDC.  The research fi rm expects the number of branch 
offi ces to continue expanding over the next fi ve years.

Factors driving this trend include off shoring of business processes, supply chain integration, 

◆  IT departments in small and mid-sized 
businesses typically have far fewer 
resources to bring to the data protection 
challenge than their larger counterparts.

◆ “46% of SMBs have three or fewer            
  dedicated IT staff, and 60% have        
  a total storage budget of less than     
  $50,000”
                -- Yankee Group

◆  SMBs increasingly face the same distributed 
data protection challenges that plague larger 
companies; as branch offi ces proliferate and 
employees spend more time on the road, 
more and more data is being generated 
away from a fi rm’s main site.

SMB: Under-Resourced and At Risk
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expanding into a key region for competitive purposes, mergers and acquisitions, and market 
globalization.

Small companies tend to have few or no branch offi ces; however, their IT staffs generally consist of 
one or two people who are solely responsible for the entire computing operation.  As a result, their 
headquarters sites often have even fewer technical resources to devote to backup and recovery than 
a typical enterprise branch offi ce.

Tape Back up: popular and problematic

Most SMBs use tape backup as their primary mode of data protection. Many do not routinely take 
backed-up data to a secured off-site vault.  Out of all the smaller companies that responded to a 
recent Gartner survey, 59% said that they only do local back up.

This means that if a hurricane or other disaster destroys a company’s data center or branch offi ce, 
the company loses both primary and backed-up data.

Even when data is regularly moved off-site, tape 
backup remains unsatisfactory for several reasons:

First of all, they tend to be unreliable.  Enterprise 
Strategy Group estimates that 60% of traditional 
tape back ups fail.  Moreover, with no on-site IT 
support at many branch offi ces, data protection 
becomes the responsibility of overworked offi ce 
administrators and business users who lack the 
time and willingness to follow corporate backup 
schedules and procedures.  And central IT staffs 
have no way to monitor remote operations in 
order to ensure that backups take place, and are 
successful.

Security is another a major issue: unencrypted 
tapes are a tempting target for thieves.  And they 
are easily lost or stolen, particularly in transit: for 
example, when they are being moved to a secure 
off-site facility.  

And while the tape media itself is cheap, setting up distributed tape backup on multiple sites can 
be costly.  Companies must pay for redundant equipment and software across all sites, and lose 
the cost advantages of volume discounts and centralized bargaining with vendors. As branch 
offi ces proliferate and data volumes keep growing, companies keep having to add more tape drives. 
Furthermore, each site tends to choose its own equipment and software.

Centrally managing backup across these incompatible solution islands is extremely diffi cult.  
With many branch offi ces lacking on-site IT support, backup responsibilities tend to fall on an 
overburdened offi ce administrator or a business “power user,” who tends to put such tasks at the 
bottom of his or her to do list.  As a result, backups are performed irregularly at best, and the IT help 
desk gets called in whenever a system problem develops. To make matters worse, IT administrators 
have no monitoring system to tell them whether a backup was performed, or successful. 

Meeting Recovery Point Objectives (RPOs) and Recovery Time Objectives (RTOs) is also 
problematic, even when tape backups are regularly performed: “Disaster recovery and restart could 
take days, even weeks, because you must know exactly which tapes you need, locate them, retrieve 
them, import them into your library, and restore them,” a 2006 Forrester report states. 

◆  Most SMBs use tape backup as their primary mode 
of data protection.

◆  Out of all the smaller companies that responded to 
a recent Gartner survey, 59% said that they only do 
local back up - which means that if a company’s data 
center or branch offi ce is destroyed by a disaster, the 
company loses both primary and backed-up data. 

◆  “Disaster recovery and restart could take days, even 
weeks, because you must know exactly which tapes 
you need, locate them, retrieve them, import them 
into your library, and restore them.”

                                       -- Forrester Research

Trouble With Tape
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To summarize, tape backup is an unsatisfactory distributed data protection solution because it tends 
to be:

•  Capital intensive, requiring servers, tapes, disk drives, and backup software at every site
•  Labor intensive, often interfering with the regular jobs of on-site employees
•  Unreliable and haphazard, posing the risk of being found in non-compliance with federal security 
    and business continuance mandates
•  Slow and cumbersome, hindering the realization of RPOs and RTOs 

Tape backup’s inadequacies leave a company vulnerable to potentially serious fi nancial and 
business costs resulting from of lost data, lost user productivity, regulatory fi nes. 

Some companies have begun to replicate data back to the main corporate site, where it can be 
stored on disk and centrally managed.  However, this solution can be both expensive to deploy and 
complex to administer.  Each remote site must be equipped with a networked storage device and 
replication software.  Network costs increase as well, since periodic server backups tend to hog 
WAN and LAN bandwidth, potentially interfering with business-critical transmissions and end user 
productivity.

Protecting end user data

Branch offi ces constitute only one piece of the distributed data protection picture.  Companies 
also need to protect the information that is being generated, downloaded, and shared by a rapidly 
growing horde of PCs and mobile computing devices.  

Today’s mobile workforce generates massive amounts of data, often many miles away from 
the corporate headquarters and IT control.  Protecting and securing this critical and sensitive 
information, which includes customer records and intellectual property, becomes the sole 
responsibility of these time-challenged and often non-technical end users.

The need to protect such devices is urgent: at least 15% of all laptops are stolen or suffer hard 
disk failures.  31% of all PC users have lost all of their fi les due to events beyond their control. 
Furthermore, 10% of PCs are infected with viruses every month, with over a third of these infections 
resulting in data loss. 

Furthermore, many remote PC backup products are bandwidth- and CPU intensive, slowing down 
application and network response time, annoying users and negatively impacting productivity.

A better alternative

Many SMB IT managers now realize that their current distributed data protection set up is 
inadequate, but lack the resources to deploy and manage a more effective solution in-house.

Fortunately, there is a better way to go: an on-demand, distributed data protection service that 
backs up off-site PCs and servers, automatically, reliably, securely, anywhere on a customer’s IP 
network.

What follows is a break down of the benefi ts an on-demand service solution offers, for SMBs in 
particular. 

Cost savings and ROI

When evaluating return on investment for a service-based protection solution, a company needs to 
take into account all of relevant cost factors that would accrue from deploying a comparable solution 
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in-house. An analysis should take into account probable increases in these costs over time, as the 
installation grows to meet increased demand.  They include:

•  Capital costs, including storage network hardware, software, and long distance connections, as   
    well as physical facilities for off-site storage of backed up data

•  Labor costs, including training existing staff and hiring new technicians to install, maintain and     
    manage the new installation. 

•  Hidden costs that result from insuffi ciently protected data and systems.  These include, but  
    are not limited to: loss of IT and end user productivity, lost revenue and customer good will and 
    regulatory fi nes.

On-demand services provide signifi cant returns in all of the above cost areas

All equipment, software, and technical support are provided as part of the service, saving the 
customer on both capital and labor costs. Backup and recovery services typically run over a 
customer’s existing high-speed Internet connections.  The customer pays a monthly fee based on 
the volume of data protected.

A pay-for-service model not only saves on capital costs, but also enables a company to predict, and 
plan for, future expenses with greater ease and accuracy. 

Companies that have turned over their data protection operations to an on-demand service have 
reduced business continuity expenditures by more than 80%, and lowered IT capital expenditures by 
more than 20%, according to IDC. 

Nor does a company need to be large in order to realize signifi cant gains from using a data 
protection service.  One small engineering fi rm reports that turning its backup operations over 
to a service provider (Arsenal) has saved an estimated $600 per month in labor time, as well as 
eliminating the downtime required to shut down the company’s server and swap out a removable 
disk.

Businesses that have turned over their data protection operations to an on-demand service have 
reduced business continuity expenditures by more than 80%, and lowered IT capital expenditures by 
more than 20%, according to IDC. 

SMBs are becoming aware of the cost advantages of an on-demand service arrangement. A recent 
IDC survey asked SMB IT executives what factors would move them to adopt software as a service 
in 2007.  Some 40% of medium sized businesses and about 58% of small businesses cited the 
ability to “pay for capabilities as needed.”

High service levels, assured continuity

Most importantly, the right service provider offers a level of distributed data protection that few 
SMBs can afford on their own. IT managers can rest easy knowing that backups will take place on 
schedule across all branch offi ces and designated PCs and servers; and that RPOs an RTOs will be 
met. 

A data protection service also includes round the clock support and monitoring, which most SMBs 
cannot afford, but often need as their operations become increasingly global. Backed up data can 
be housed in the service provider’s remote disaster recovery facility, ensuring business continuity if a 
disaster should take out a customer’s branch offi ce, or even headquarters. 
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Growing with a company’s needs

For most corporate IT staffs, keeping up with a company’s growing data protection demands is a 
constant struggle and a major expense as well.   Scalability is particularly important to small and 
medium sized fi rms, which tend to expand in rapid spurts both organizationally and in terms of data 
capacity. SMB respondents to the IDC survey cited “ability to add new users without diffi culty” as a 
major motivator for moving to software as a service.

On-demand services have the built-in redundancy, capacity, and fl exibility to meet the needs of any 
sized company, and to scale up – or down – quickly and seamlessly when those needs change.  
Paying only for services used, a company no longer has the expense of purchasing and maintaining 
equipment that is often either under- or over utilized.  As a further benefi t, the on-demand model 
enables IT administrators to predict and plan for future costs far more accurately. 

Established solutions demonstrate effi cacy of the on-demand model

One such on-demand data protection solution is ViaRemote®, a fully-managed, on-demand data 
protection service from Arsenal Digital Solutions. 

This offering enables companies to protect data from all servers, PCs and laptops across the 
organization, no matter where they are located. Data is automatically backed up via the customer’s 
existing network to the provider’s secure, off-site data centers. 

ViaRemote is a pay-for-usage subscription service, making data protection costs highly predictable 
and affordable for its customers. The service includes all the hardware, software, and operational 
support needed to quickly and easily implement a best practice based data protection strategy. This 
unique approach eliminates the research, implementation, hiring, and training costs of launching an 
in-house solution – while accelerating service delivery. 

Data is backed up automatically on a daily basis, delivering extremely fast performance with minimal 
demand on customers’ networks. This provides a fast, cost-effi cient and convenient way to provide 
consistent data protection across all of an organization’s servers, PCs and locations, without the 
need to increase network investment.

The service is cost-effective for any size business — from large, global enterprises with multiple sites 
to small and mid-sized businesses - because customers only pay for the amount of data they back 
up. 

Benefi ts of on-demand services such as ViaRemote include:

•  Increased cost savings and ROI. All equipment and support is provided for customers at 
    disaster-proof data centers, reducing the need for capital investments in hardware or software. 
    Pricing is based on the amount of data customers protect, enabling them to control their costs 
    because capacity utilization is constantly optimized.  And because critical data protection 
    operations are automated, customers can redeploy personnel to other projects and signifi cantly 
    lower their backup and recovery management costs. 

•  Effortless offsite data protection. On-demand solutions provide reliable, effi cient, automated off-
    site daily backups of server and PC data for business continuity and disaster recovery, regardless 
    of where the data resides (branch offi ces, mobile workforce, etc.). 

•  Higher service levels and assured continuity. Backup and recovery of vital business data is 
    supported and managed 24 hours a day, 365 days a year.

•  Non-intrusive, scalable backups. Advanced technology minimizes the bandwidth required 
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    to protect customer data, ensuring optimal computer and network performance. High-capacity 
    infrastructure enables providers to meet customers’ changing needs as data grows.

•  Ease of use. Intuitive applications and web portal interfaces make it easy for personnel to back 
    up and restore data automatically with a few mouse clicks.

•  Faster backups and recovery with no tape. Tape solutions can be slow, frustrating and 
    unreliable. With on-demand solutions such as ViaRemote, protecting and accessing data is 
    extremely effi cient.

•  Flexible retention policies and long-term archiving. Services like ViaRemote allow customers 
    to defi ne specifi c, time-based data retention policies that match their business needs - from 
    dailies, weeklies, and monthlies to yearly retention options for compliance. And the best solutions 
    also provide the option to archive everything to tape for long-term retention.
•  Security and compliance. Services that feature 128-bit AES encryption are the most secure, 
    because they ensure that only authorized users can access data. In addition, Tier 1, disaster-
    proof centers that protect customer data from even the most extreme natural events are the 
    safest alternative. SAS 70 Type II certifi cation is also important to ensure that backups will meet 
    both business and compliance requirements.

•  Comprehensive platform support. Services that feature powerful platform support to include  
    Windows®, UNIX, and Linux operating systems and leading databases such as Oracle and 
    Microsoft Exchange and SQL offer the ideal capability for most businesses.

Arsenal’s ViaRemote service offers a number of interesting capabilities and options 
specifi cally for server data protection:  

Onsite Appliance Option for Server Data Protection

The ViaRemote Appliance option provides rapid onsite data recovery to help meet increasingly 
stringent recovery time objectives (RTO). This service is delivered through installation of a pre-
confi gured storage appliance on the customer’s local area network, enabling a failed server to be 
recovered in hours rather than days. 

Bare Metal Recovery Option for Servers

The ViaRemote Bare Metal Recovery option is a fully-managed and automated solution that 
enables customers to rapidly complete a “bare metal” recovery of their server operating system and 
applications up to 80% faster than traditional methods. With this service, customers have the most 
reliable and cost-effective tools available for bringing their business back online quickly.

ViaRemote RapidProtect Option for Servers

ViaRemote RapidProtect is an on-site, secure data protection option for large enterprise branch 
offi ces or small to mid-sized businesses that dramatically reduces the time and 
bandwidth typically required to complete an initial backup over the Internet. This is done by 
collecting a data copy locally and then shipping the data to the provider’s service platform, where 
it is then imported. Once the data is on Arsenal’s service platform, incremental backups completed 
over the Internet are performed in a fraction of the time typically required.
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ViaRemote RapidRecover Option for Servers

ViaRemote RapidRecover is a secure disaster recovery option for large enterprise branch offi ces 
or small to mid-sized businesses. In the event of a server or site disaster, an appliance with all 
customer data is quick-shipped to the customer’s disaster recovery or original location to reduce 
recovery time. Large server restore time is greatly reduced by eliminating the need for large restores 
to be sent across the Internet. 

For desktop and laptop PC data protection, Arsenal’s ViaRemote service offers a fully-managed 
online data backup and recovery service that meets all critical data protection, business continuity, 
and fi nancial requirements for both large enterprises and small to mid-sized businesses. 

Data from all of a customer’s desktops and laptops, wherever they are located, is automatically 
backed up on a daily basis through the customer’s existing network connection to a secure offsite 
storage facility. All mission critical data is centrally managed, securely protected, and easily 
recoverable, whenever it is needed.

Operationally, ViaRemote is a fast and highly effi cient solution. By transmitting only data that has 
changed since the last backup, ViaRemote minimizes the bandwidth required to perform these 
operations. This ensures that individual computer and network performance is not impacted, and 
allows customers’ staff to continue working during the backup process. Data can easily be backed 
up and restored by individual users at any time, without any IT support, using the intuitive ViaRemote 
user interface. Users log into the application, and simply select the data they would like to backup or 
restore. With the ability to select single fi les or entire folders, users can retrieve different versions of 
their fi les from any backup performed during the last 30 days. 

Conclusion 

SMBs need to re-evaluate the wisdom of protecting branch offi ce and PC data with tape backups 
and other localized, do it yourself solutions.  The risks and potential costs – of losing crucial 
information for good, of interrupting operations, losing customers, being found in non-compliance 
by federal regulators – are too great.  And the price of failure keeps growing, as more and more 
business-critical information is generated and stored at remote sites and on end-user computing 
devices. 

For many SMBs, on-demand data protection services represent an affordable, workable solution to a 
thorny problem. 
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This paper is brought to you by Arsenal Digital Solutions.

About Arsenal Digital Solutions

Arsenal Digital is the worldwide leader in on-demand data protection. We offer a comprehensive suite 
of award-winning services for server and PC data protection, backup and recovery, business continuity, 
disaster recovery and regulatory compliance.

With nearly a decade of experience and an unparalleled technology and service infrastructure, we are 
uniquely qualifi ed to meet the needs of companies of all sizes in today’s challenging distributed data 
environment. We serve thousands of customers globally from Fortune 50 companies to emerging 
businesses, and we are the data protection partner of choice to many of the world’s top network service 
providers, OEMs, and ISVs. 

Our rapidly growing customer data footprint currently exceeds 20 petabytes (PB), proof that we are 
overturning the industry’s traditional purchased hardware/software approach with a proven, fl exible, on-
demand service that sets a new benchmark for automation, reliability and scalability.

For more information about Arsenal, our services and solutions, visit www.arsenaldigital.com 
or call  919-466-6700.

© 2007 Arsenal Digital Solutions USA, Inc.  All Rights Reserved.  ViaRemote is a registered trademark and Arsenal Digital Solutions is a trademark of Arsenal Digital 

Solutions USA, Inc. All other trademarks and service marks mentioned herein are property of their respective owners.
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