
Technology White Paper

The use of Free (as in ‘Freedom’) and open source
software (FOSS1) has swept into the whole software
business and is growing rapidly.  The same is true in
Alcatel’s products and solutions.  This is because the
benefits of FOSS usage respond to the pressures of
the telecommunications and IT markets. However,
whereas mature FOSS exists, the management of its
legal aspects has not reached a similar level of
maturity. Alcatel has put in place an internal process
for selecting mature FOSS and correctly handling the
legal aspects throughout the company. Alcatel also
actively contributes to the evolution of the FOSS
market place.

1 Free and Open Source Software, also FOSS, is software which is licensed to grant users
the right to study, change, and improve its design through the availability of its source
code. It is important to note that Free refers to ‘freedom’ rather than ‘free of cost.’

Managing the Risks of Open Source Software
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Introduction 
The recent evolution of the telecommunications and IT mar-

kets has promoted the use of Free and Open Source Software
(FOSS1) in the telecommunications industry. 

1. Increased competition in the telecommunications industry
leads to the need to reduce the cost of telecommunications
solutions. 

2. The necessity to cut time to market requires the use of
mature, standard software. 

3. Telecommunications equipment manufacturers are shifting
increasingly to the provision of services – leading to the
replacement of proprietary, low-level software by standard
solutions. 

4. The merging of the IT and telecommunications worlds neces-
sitates the adaptation of telecommunications solutions to the
short lifecycle of software. 

5. The instability of software markets pushes users to select
long-term solutions. 

6. Finally, the momentum surrounding FOSS has fueled the
birth of a strong FOSS ecosystem that, a few years ago, was
limited to the Linux operating system, but now covers tech-
nologies such as database or middleware. 

The growing use of FOSS allows the industry to cope with
these market developments.

On the other hand, the use of FOSS necessitates the man-
agement of risks that are not present with proprietary software
mainly related to legal aspects. The origin of FOSS is gener-
ally not guaranteed by a company, and this exposes its distrib-
utors to the possibility of third-party intellectual property rights
(IPR) infringement. FOSS licenses are sometimes very com-
plex, and each might be an amalgam of a variety of licenses
(when one FOSS module embeds one or several other FOSS
components, for instance). For example, a Linux distribution

comes with hundreds of different FOSS components, each with
a different license. Most of the FOSS comes with licenses that
disclaim any liability, but this disclaimer is not valid under cer-
tain laws, and the distributor can be liable for a problem linked
to the FOSS itself or for IPR infringement.

So the use of FOSS in products necessitates very careful
handling. The objective is to avoid FOSS whose license con-
ditions are too constraining, as well as to mitigate risks. This
paper presents the benefits of FOSS usage for Alcatel and its
customers, the various aspects that must be considered
before their use, and the Alcatel process set in place to miti-
gate the risks.

Why Open source?
A few years ago, very little FOSS was mature: Linux, GNU

software, etc. The FOSS business model was not very well
understood by industry. And fears of risks, security breaches,
lack of industrial credibility, etc. made industry reluctant to use
FOSS.

Today, major companies such as IBM, HP, Intel, Sun, Alca-
tel, Nokia, Ericsson, and more have invested in open
source. The viable business models for open source are now
well known, risks are known, and mitigating solutions
exist. As a consequence, many mature software technolo-
gies such as operating systems, database management sys-
tems, middleware software such as Corba, Java or Web tech-
nologies, protocol stacks, etc. take advantage of the FOSS
model with large open source communities. Each single
product has dedicated vendors, users, developers, testers,
integrators – a full eco-system. Some FOSS have become a
de-facto standard, such as Linux, or a reference implemen-
tation of a standard, such as TAO or JacORB for CORBA,
JBoss for J2EE, Apache and Tomcat for Web servers,
SNMP4J for SNMP. Many lead their specific markets after a

What is FOSS?

What FOSS is not?

GPL License

Other Licenses

Open source community

FOSS distributors 

 Richard Stallman who created the Free Software Foundation (FSF) in the eighties stated the purpose of FOSS as being able to control and adapt
the software that we use. Software components should allow reverse engineering and allow the user to modify it. For that goal, all software must
be provided to its users in source form.

 It is not necessary coming for free. Some FOSS comes with some type of fee. All software that comes under source form have not necessary an
open source license (e.g., some licenses do no allow to modify the source code).

The most popular FOSS license format, the so-called GNU General Public License (GPL) had been created to protect FOSS in its copyrights
and usage. All modification done to source code in GPL must be made available in GPL to the code users. If some proprietary code is a derivative
work from GPL software, the proprietary code becomes GPL. We call this a contaminating effect which we must carefully control to avoid that
Alcatel’s intellectual property cross-influences that of FOSS. 

A lot of other FOSS licenses evolved over time. Some license models are not compatible with each other (licenses represent people philosophy on
software business model). These differences in license models and sometimes strange obligations demand strong governance before using any
specific FOSS component in our products.

Most FOSS is generated by one person or a group that makes the software available on Internet. External contributors provide bug corrections or
additional features by proposing source code to the original team. The team accepts or rejects contribution and it controls the official release of
the software. They become what is called “benevolent dictators”.

A new supply chain has evolved over the past years with independent companies which distribute most of the mainstream FOSS. They work with
the open source community and support and maintain the FOSS. They provide stability to release by synchronizing regularly (but not too often)
with the open source official release. This specific channel model of FOSS creates effort and thus adds to the cost of usage, but assures the same
or typically better protection to the end-users of FOSS within a product or solution that a single supplier would provide.

The hitchhiker’s guide to Open Source
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short time due to the obvious benefits of such rich and
dynamic eco-system. However there are some precon-
ceived ideas concerning what are the advantages of FOSS
that we want to remove from this paper.

Preconceived ideas
Preconceived idea 1: 

“FOSS is cheap software!” When it comes
to industry strength software with sustainable
maintenance, dedicated suppliers are needed.
The total cost of FOSS procurement and
usage (license, support) is not much lower
than that of proprietary software. The advan-

tages of FOSS usage lie elsewhere: reduced dependence on
supplier terms and conditions, better competition among dis-
tributors, a long-term software solution even if a supplier
changes, broad user basis for mainstream FOSS, which
assures fast turn-around time for corrections, new features,
security fixes, etc. 

Preconceived idea 2:
“FOSS can be used freely.” Not true. FOSS follows specific

license models, which vary significantly depending on product,
user, and usage. FOSS license management is more difficult
than that of proprietary software because of its many owners.
Some license conditions make sustainable commercial usage
in Alcatel products impossible. Alcatel sometimes negotiates
specific schemes with license owners to optimize the benefits
to customers.  

Preconceived idea 3:
“FOSS can be downloaded and used as is.” Just download-

ing FOSS carries many risks related to configuration, stabil-
ity, or security. It has been made very clear to Alcatel engi-
neers that they must handle FOSS just like any other propri-
etary software component. They apply the same care and only
include FOSS that has been approved and qualified and is
good enough to sustain our high quality standards.

Real benefits
The real benefits of FOSS usage in order of priority are the

following:

Durability. 
The software market is fast-moving and many supplier com-

panies face  uncertainties. Alcatel is careful to select FOSS with
large open source communities. They are lasting solutions that
are not subject to abrupt end-of-product-life. They are also sup-
plier-independent, which avoids the need to migrate from one
proprietary solution to another, and that helps to reduce prod-
uct costs.

Quality and responsiveness to defects.
The source code of mainstream FOSS is scrutinized by a

large community of software specialists.  These tend to pro-
vide rapid fixes to defects and assure overall high quality and
stable releases of the FOSS. The manpower dedicated to mature
FOSS is greater than that allocated to proprietary software.
Fixes to correct problems can be applied to FOSS and are not
subject to the inclination or resources of a single supplier com-
pany.

Fair suppliers.
Distributors of a common open source (e.g. Linux or TAO)

differentiate from each other by their business model, their
terms and conditions and their service level, not by the prod-
uct itself. This increases competition. Alcatel products are
based on  FOSS supported by distributors. If the distrib-
utor terms and conditions become inappropriate, it is easy to
change distributor. This ability to pick and choose distributors
helps to build a community of fair suppliers.

ISV integration.
The different pieces of software in an Alcatel product need

to be integrated with each other. Independent Software Ven-
dors (ISV) assure this integration by working with each other.
Sometime the integration comes with a cost for Alcatel. Using
popular FOSS avoids these costs. For instance, most ISVs
assure the integration of their software with Linux from Red-
hat or SuSE, or with MySQL database.

Managed cost for long-term support.
With the merging of the telecommunications and IT worlds,

the life-cycle of telecommunications products must be aligned
with that of software. Typically, telecommunications product
releases have a life-time of five or more years, while software
releases have a time scale of around 18 months. Using FOSS
in telecommunications products avoids costly contracts for
long-term support by in-sourcing the long-term support; this
is possible because the source code is available.

Faster to market.
Using wide-spread, standard software components, well known

by engineers and integrated with each other, reduces the amount
of integration among telecommunications products needed to form
end-to-end solutions. It speeds up the learning curve and minimizes
the various problems outlined above, allows the rapid development
of new products, and accelerates market introduction.

Shaping the Open Source Software Market - 
the CORBA example  

The Alcatel preferred CORBA supplier (ITU-T and
Telemanagement Forum standard from the Object
Management Group (OMG) for Network Management) was
acquired in 2001 by one of it's competitors, resulting in
dramatically changed licensing conditions for Alcatel. As a
result, the company initiated a survey of CORBA Open
Source Software and found that many lacked sufficient
mass to bring an industrial-strength product to market.
Finally, contact was made with a company developing
services on top of proprietary CORBA systems; they were
persuaded to support/distribute two Open Source Software
CORBA products: JacORB (Java, general-purpose-based)
and TAO (C++, real-time and general-purpose). A business
model was co-developed with them to include specific
enhancements that were part of Alcatel's funding proposal.
This resulted in Alcatel signing a 3-year contract (mean-
while extended), during which all Alcatel Corba-based
solutions were migrated. Contacts with other interested
parties (Alcatel customers, other NEPs) were organized,
strengthening the further industrialization of the Total
CORBA Solution (TCS).
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Tighter security.
A MITRE and US Department of Defense study concluded

that FOSS improves security. The review of source code by
many people compensating for the fear that security can be
breached because source code is available.

Popular acclaim.
Last but not least, FOSS is popular. Software engineers and

students alike have embraced the FOSS philosophy. Popular
FOSS is known by students, shortening the learning curve, and
engineers often use it at home. This has a positive impact on
the working atmosphere and productivity.

In short, using mature FOSS dramatically reduces costs
(even though it is not free), while improving quality and cut-
ting development time.

Open source risk management
Alcatel decided to introduce mature FOSS bottom-up.

This means that FOSS is used for platforms and platform ele-
ments, such as operating systems, stacks, middleware, etc.
At the same time, Alcatel has worked to accelerate the
maturing of FOSS, for instance, through participation in the
OSDL Carrier Grade Linux initiative. 

On the other hand, using FOSS implies additional risk
management. The Alcatel policy is to use FOSS distributors
that provide support, packaging, some legal liability, etc.
However, distributors do not always exist, and when they
exist they do not provide the same guarantees as companies
that fully own the software. Before selecting a FOSS mod-
ule, three majors legal aspects need to be controlled:
determining the origin of the FOSS, ensuring that the
usage of the FOSS is compatible with its license, and miti-
gating the liability risks.

Find the license! 
Determining the origin of FOSS and the copyright and

license to apply is not an easy task. Difficulties are encountered
in 30% to 40% of cases. Finding the right license or composite
licenses linked to a FOSS is crucial because it defines the rights
(and obligations) to use, copy, modify and distribute the FOSS. 

Software with no proper license does not mean that the user
is free to interpret how it can be used, copied, modified or dis-
tributed. Instead, the original software owner could still estab-
lish a license in the future - with all kinds of implications for terms

and conditions. A common mistake is to consider software with-
out a license as “public domain” software (i.e., software with no
restriction of use). Public domain software is software for
which the copyright holder (and not somebody else) has explic-
itly declared the software as “public domain” in its copyright.
Today, some Linux distributors still distribute some software that
has no clear license. Alcatel requires its Linux distributors to pro-
vide the list of software in its products, their licenses, and the
nature of the software (standalone code, library, applet, etc.).

One FOSS module can use several FOSS components
internally, each with different licenses. And this can be recur-
sive. The licenses must be compatible with each other, accord-
ing to the link between software components. For instance, a
Linux distribution can comprise from 300 to one thousand soft-
ware components of various origins with different licenses and
obligations. 

Because some people who redistribute FOSS are not always
rigorous, the license announced on a Web page may not be the
exact, real license that comes with the software. It is often nec-
essary to check the source code to find the exact license.

There are many other such traps, for example, licenses
that change with a new FOSS release. For instance, Mibble
is GPL in version 1.0, 1.1, 2.4 and 2.5 and LGPL-like from 1.2
to 2.3. Or FOSS may have license dependencies with other
FOSS licenses because they are a translation from one pro-
gramming language to another (for instance, Jtidy, which is
a Java port of HTML Tidy). Experience shows that it can take
a great deal of effort to find the exact license of a specific
FOSS and optimize its usage. This effort, however, is well
invested, because it can assure sustainable benefits from the
FOSS component.

Define the nature of the software and how to use it
FOSS licenses can have a contaminating effect on a com-

pany’s own software development. For instance, any derivative
work based on GPL FOSS becomes GPL itself! Among other
things, this means that derivative work must be distributed in
source form, and that can lead to the loss of competitive advan-
tage. The definition of “derivative work” is “software running
in the same address space”, i.e., the software necessary for
debugging the whole system. An example is the Linux kernel,
which is GPL. Developing an application running on a separate
address space from the kernel avoids contamination, while plug-
ging a proprietary driver into the kernel implies driver GPL con-
tamination.

Use of FOSS can also be subject to trade regulations. For
instance, some encryption software necessitates export
licenses from local authorities for each country of use, while
“mass market” encryption software (OpenSSL, Java Virtual
Machine JCE basic encryption package) may not. When there
is a supplier for the FOSS, these procedures can be partly han-
dled by the supplier. But for most FOSS without dedicated dis-
tributors, the issue needs to be handled by the re-distributor
or the user of the FOSS.

In consequence, and depending on its license, the nature of
FOSS (standalone software, library, Java applet, etc.) must be
carefully examined, together with the potential relationship
with proprietary code, to determine the legal and business
implications.

Alcatel & OSDL Carrier Grade
Linux 
Alcatel is one of the nine founders of
the Carrier Grade Linux working group
of the Open Source Development Labs

(OSDL), together with Intel, IBM, HP, Cisco, Ericsson, MontaVista,
RedHat and SuSE. It was created in January 2002. The goal was
to strengthen Linux for its use in the telecom industry and to
adapt it to embedded system developments. As a result, Linux
has today extended its market share to embedded system in
which soft-real-time behavior is necessary; it has been widely
embraced by the telecommunications  industry.
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Some licenses such as GPL or LGPL
(Lesser GPL) demand that any modifica-
tion to the GPL/LGPL code be made pub-
licly available in source form when distrib-
uting it. That means, use of the FOSS must
also be taken into account when selecting
it. Alcatel has set up a process to commu-
nicate its FOSS contributions or changes.

Liability
Despite the fact that most FOSS

disclaims any liability on the software,
(re-) distributor liability cannot be
waived under legislation prevailing in
many countries. Liability exposure
might result from defects in the FOSS.
Contrary to proprietary software, liabil-
ity cannot be assumed by a supplier, so
the (re-)distributor must often assume a risk similar to that of
distributing proprietary code. Alcatel mitigates this risk by
selecting FOSS with large communities, which guarantee
code quality, by selecting software that is stable, or by using
a distributor that provides a certain level of guarantee.

Copyright infringement can happen when some third-party
software has been included in the FOSS. Since the exact ori-
gin of the FOSS is not clear, the risk is greater than for pro-
prietary software and can be discovered when source code
is available. Through careful selection of software and close
examination of licenses, Alcatel reduces this risk. Changing
the infringing code is a way of mitigating the risk.

Patent infringement by a FOSS is the third liability risk. Again
there is always the possibility of changing the infringing code and
mitigating this risk by selecting well-known and widely-used open
sources. The risk is more limited for companies like Alcatel with a
large patent portfolio, which can use patents as a protective means.

Process for handling open sources in Alcatel
Alcatel maintains a centralized FOSS-support database on

its Intranet describing legal aspects of open source. All entries
have been validated and qualified, as indicated above. Each
entry contains the exact origin (URL) and version(s) of the
open source and the exact origin and version of its license. Most
open sources reference well-known licenses (GPL, LGPL, BSD,
Apache, MIT, Mozilla, etc.) for which legal risks and obligation
are described in detail in the database, but specific licenses are
also described. Entries also reference dependencies on other
FOSS components and the situation regarding encryption and
patents (when known). Each entry presents a global recom-
mendation on the FOSS according to the use planned, the level
of risk, and the precautions to take.

Training is organized in Alcatel to form open source experts. Aside
from general legal information on FOSS usage, experts are trained
on the most current license schemes. Names of trained experts are
also kept in a centralized database. Finding the “nearest expert” in
the organization is therefore made easy. Before the start of Alcatel
product/solution development, the FOSS planned for use and how
it is to be used must obtain approval from FOSS experts. When the
FOSS is not described in the database, the intellectual property
department takes over. This permits decentralization and at the same
time maintains the quality of the FOSS selection.

Conclusion 
The use of mature FOSS has many advantages that address

current software and communication market needs. The soft-
ware market is unstable and software users demand long-term
solutions and minimum dependence on specific suppliers. Alca-
tel’s use of FOSS enables cost reductions, faster time to mar-
ket, and improved quality and security

FOSS brings with it a number of risks that are not yet sat-
isfactorily handled by most companies. The Alcatel process for
handling FOSS has raised awareness of legal aspects through-
out the company and provides guarantees that these aspects
are correctly handled. Alcatel is also lobbying FOSS suppliers,
when necessary, to better handle these aspects so as to
reduce risks.

Finally, Alcatel is actively working at nurturing the FOSS
market and business models. It is doing this by its actions
through OSDL Carrier Grade Linux or on CORBA, but also by
cooperating with market stakeholders. Alcatel’s strategy is
clearly to accelerate the maturing of FOSS.

Glossary of terms and abbreviations:
BSD Berkeley Software Distribution license

CORBA Common Object Request Broker Architecture
FOSS Free/Open Source Software

FSF Free Software Foundation
HTML Hypertext Markup Language

IPR Intellectual Property Rights
ISV Independent Software Vendor

IT Information Technology
ITU-T International Telecommunication Union – 

Telecommunication standardization sector
J2EE Java 2 Enterprise Edition

GNU Gnu is Not Unix
GPL General Public License (GNU)

LGPL Lesser (or Library) General Public License (GNU)
MIT Massachusetts Institute of Technology license

OMG Object Management Group
OSDL Open Source Development Lab

SNMP Simple Network Management Protocol
SSL Secure Socket Layer

TAO The ACE ORB
URL Uniform Resource Locator
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Figure 1:  FOSS management process
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