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EXECUTIVE SUMMARY
IP telephony (IPT) offers a viable alternative to the legacy
voice exchange, delivering improved application integra-
tion, scalability, and multi-site management. It is precisely
these features that make this rapidly-maturing technology
so attractive to organizations seeking to reduce costs,
increase productivity and improve customer relations.
However, voice is critical to business, and a major change
to emerging technologies like IPT requires an understand-
ing of a broad range of technologies, careful planning and
thoughtful implementation.  This guide has been com-
piled to help decision makers to understand the relevant
technologies as they define their strategies. 

Following the introduction, we will review the typical
components and features of an enterprise telephony sys-
tem. We then introduce voice over IP (VoIP), the under-
lying network infrastructure, and then we address the
various issues one must take into account when design-
ing the network to carry voice. We conclude by compar-
ing these VoIP solutions to the traditional centralized
PBX, but before we do so, we describe advanced appli-
cations such as collaboration, presence, customer rela-
tionship management and unified messaging. ShoreTel
recognizes the challenges of defining a communication
strategy that spans multiple domains and this guide is
intended to help you with this task.

1. INTRODUCTION
This guide is intended equally for technical IT staff,
voice system managers and CIOs.   It describes the
issues decision makers will need to understand as they
set out to build a winning IP business communications
strategy. Key discussion areas include: 

• A breakdown of the critical components of an enter-
prise voice system

• Voice over Internet Protocol (VoIP) technologies and
standards
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• Business applications such as unified messaging,
converged conferencing, call centers and  CRM 

• Advantages and disadvantages of different architectures 

• A review of the total cost of ownership (TCO)

• Glossary of terms 

IP data communications is already the global standard.
The transition to a pure IP environment will obviously
have important implications for IT organizations.

There are many reasons to implement an IP-based voice
communication system: reduced long-distance telepho-
ny charges; lower capital costs; lower management and
administrative costs; reduced complexity; improved
integration of distributed business entities; and a
greater ease with which voice applications may be com-
bined with other business systems. 

But for many decision makers, the key driver is the
opportunity to gain competitive advantage by deploying
these applications. For example, with the promise of
improving the quality and value of integrated voice and
data communications, businesses will more effectively
leverage internal business processes, leading to more
effectively managed external customer relationships. 

To define a coherent strategy, business decision makers,
IT managers, and communications professionals will
need a firm grasp of both voice and data communica-
tions. They will need to understand how such tech-
nologies and standards support emerging applications
with the end result of delivering a converged enterprise
communications platform.

This guide is brought to you by ShoreTel, the innova-
tion leader in IP telephony for the enterprise. This is
not intended to be a sales or product brochure.  Its pri-
mary objective is to provide IT and voice professionals
with the information required to prepare themselves
and their IT infrastructures to more effectively leverage
IP voice communications. 
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1.1 Expectations and Desired
Outcome

Many companies have successfully made the jump from
legacy systems to IP telephony – so what do these com-
panies most like about their IPT implementations? The
list below summarizes many of the advantages IPT
offers and can serve as a checklist that can be used to
evaluate the many vendor offerings: 

Distributed Intelligence – By distributing call process-
ing intelligence (the ability to set up and manage calls)
across the network, the voice system eliminates any sin-
gle point of failure, including the failure of the IP WAN
itself. This is critical to delivering reliable voice calls.

Single Management Interface – The ability to incor-
porate every element of a multi-site voice system
(media gateways, gateway controllers, telephones,
applications) into a single view homogeneous manage-
ment system dramatically reduces administrative costs. 

Application Rich – A system that delivers a range of
customer interaction solutions that can be activated at
the click of a button and enables powerful multi-site
collaboration will create a better customer experience.
Such a system will allow your organization to appear
more coordinated and more professional as calls and
conferences are seamlessly transferred and shared
between team members, sites, and mobile employees. 

Ease of Use – Today’s systems should deliver more
while eliminating the guesswork about how to use the
phone system. Your employees should have access to
the full range of advanced telephony features and inter-
nal/external phone directories without having to
become phone experts. When it comes time to evaluat-
ing the different vendor solutions, we recommend
checking the applications available on the desktop
interface to ensure they are intuitive and consistent
across the full range of analog and IP phones. The more
your staff gets from the phone system, the more pro-
ductive they’ll be.
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Outstanding Clarity – Digital phone systems were
introduced in the late 1970’s and technology has
evolved considerably since that time. Rather than copy-
ing the technologies of yesterday, the better systems of
today have leveraged the additional capacity on the net-
work and have improved design ergonomics to deliver
improved sound quality. Your voice is more easily heard
and the system is able to deliver the full range of audi-
ble tones to the human ear.  In short, calls sound better
so less energy is spent trying to communicate and more
time can be focused on productive conversations.  

Simple Expansion Capability – Legacy PBXs can be
expensive and complex to grow. Some IP-PBX vendors
manage to make matters worse by deploying multiple
management interfaces for related data-networking
components. Thus, we emphasize the importance of
carefully considering how many steps it takes to
expand the system. Does the vendor solution require
lots of time and expensive highly trained personnel to
grow the system, or is it so easy to use that you can
have an unskilled staff member physically connect a
voice switch at a remote site and bring it online from
the headquarters in a matter of minutes? Speed and
flexibility are critical in today’s business environment; if
you can adapt your voice system to your business
imperatives you can get a new team up and running
faster. You’re more competitive.

Smooth Migration Path – The new system should be
able to co-exist with legacy systems and applications
and provide backwards compatibility with legacy
trunks, extensions and voicemail. Examine whether the
system has a set of interfaces to enable a stepwise
migration from your legacy PBXs to IP voice. A smooth
migration path will allow you to go live with new loca-
tions and teams at will. You drive the project rather
than having the technology drive you. 

The transition to IP voice technology offers a rare
opportunity to improve business functions within your
company. By including the criteria outlined above in
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your evaluation process, you are more likely to ensure
that you leverage this opportunity to deliver a better
voice system from which your employees will directly
benefit. It is critical that the key telephony stakeholders
be involved in the decision making process early on: 

• IT and Communications team

• CEO/Director’s office

• Marketing and sales

• Key administrative personnel 

• Customer service 

By including each group in the process of selecting a
vendor, you ensure that their requirements are taken
into account and that the project’s goals are tightly
aligned with the company’s business objectives.

The next section provides an introduction to voice
telephony. (Note: This section is intended primarily for
readers with limited experience in voice communica-
tions.  Experts in this area can move on to the section
that follows.)

2. ENTERPRISE VOICE SYSTEMS
A typical voice system has many components provides
a number of functions. 

The private branch exchange (PBX) is the telephony
system most often deployed in larger companies today.
The PBX is based on time-division multiplexing (TDM)
technology – a technology that has been around for
about 20 years ago and hasn’t evolved much during this
period.

A PBX system typically includes the following:

• Telephone handsets

• Cables connecting the telephones

• Line interfaces to the phone cables 
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• Switching and call processing to make calls

• Trunk interfaces to communicate with the outside
world

• A management console and the ability to track and
account for calls

• Applications and enhanced services 

Figure 1: Components of the Legacy PBX

Note that this lists describes the physical components
of a PBX system.  To fully understand how these com-
ponents fulfill their tasks, we also need software and
signaling capabilities.

As we look at each consideration in the sections below,
we will explore the functionality of the element and
discuss the contribution of each element to the overall
solution. 

2.1 Call Switching, Processing and
Signaling

To understand what PBX switches do it helps to travel
back in time to before switches existed. At that time, a
switchboard operator was required to set up a call
between two phones. A call could only take place once a
continuous connection of wire had been established from
the calling party to the called party to form a circuit.
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The switchboard consisted of a wooden panel with
cables and jacks, and an operator would connect a
cable to the plug of each party in order to set up a call.
Things could get fairly involved when setting up a long
distance or international call. Operators would have to
talk to each other as they established a continuous cir-
cuit across many of these switchboards. 

Just like the switchboard operators of the past, the PBX
switches of today must remember what everyone is
doing at any moment in time and must switch tele-
phone calls between the appropriate places.  The switch
effectively establishes a circuit between the call parties,
and the act of establishing this circuit (i.e., setting up
and terminating calls) is referred to as call processing.
Call processing is accomplished using specific signaling
protocols between the PBX and the attached handsets,
adjacent PBXs, and the public telephone network.

In some cases, these protocols tend to be vendor-specif-
ic and proprietary, while in other cases, the protocols
are based on national or international standards. The
list below shows the protocols used to communicate
between various devices:

• PBX and Analog Handsets – Standard signaling pro-
tocols

• PBX and Digital Handsets – Proprietary, vendor-spe-
cific signaling protocols

• PBX and the CO exchange – Standard signaling pro-
tocols

• PBX to PBX – Both proprietary and standard signal-
ing (feature loss with standard signaling)

In general, customers moved to the non-standard sig-
naling to take advantage of the enhanced (though often
unused) functionality. This strategy worked well enough
when a customer was using products from only one
vendor. However, the strategy had a downside in that
the customer was locked into a permanent relationship
with that one vendor and lost the interoperability with
products that relied on the existing industry standards.
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2.2 Line Interfaces
As mentioned earlier, there are two types of line inter-
faces for legacy PBXs. These are trunk-line interfaces
used for connecting the PBX to the central office (CO)
exchange, and terminal line interfaces that connect the
PBX to telephone handsets.

2.2.1 Terminal Line Cards

Every telephone handset connects directly to at least
one corresponding port on a line card although multi-
line handsets and attendant consoles (DSS/BLFs) may
use up additional line card ports. Terminal line cards
fall into two categories – analog and digital – and each
supports only the corresponding analog or proprietary
digital handsets. 

The type of telephone handsets provided to users typi-
cally depends on the user’s role and status within the
organization. A manager might expect to use a full-fea-
tured phone. Department secretaries or administrative
assistants often require specialized multi-line sets and a
broader set of telephony features.  In such cases, the
telephony team is faced with increased cost and admin-
istrative issues.

2.2.2 Trunk Line Interfaces

Trunk interfaces are used to connect the PBX to the
Public Switched Telephone Network (PSTN) and
enable communications to the outside world. Note that
there are many trunk options and it is important to
understand the needs of your organization when select-
ing and ordering a trunk connection from your local
telecommunications provider.  

Trunks can be analog or digital T-1 with ISDN PRI or 
E-1 used in Europe. The various options for each of
these trunk types have tradeoffs in terms of cost, capac-
ity and features.  Most vendors support the full range of
trunk options available; therefore, the tradeoffs will be
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based on cost and features required by the customer
(covered in the next section).  Note: the technical
details of how PBXs and central office exchanges initi-
ate calls and present audio streams over trunks are
beyond the scope of this guide.

2.2.3 Trunk Features

Many trunk features are available. One common feature
that almost all businesses will deploy is Caller
Identification (Caller ID). Caller ID lets the called party
see the calling party’s name and telephone number
before picking up the telephone handset (unless the
calling party has specifically blocked this feature).

There are two different Caller ID formats that are used to
deliver caller information—Single Data Message Format
(SDMF) and Multiple Data Message Format (MDMF).
SDMF provides the calling number, while MDMF pro-
vides any combination of calling name and number.

Note: If you are leveraging a complex call center appli-
cation, be sure to work closely with your vendor to
determine which other trunk features may be necessary. 

Two additional mechanisms exist for delivering caller
ID: (1) Automatic Number Identification (ANI – similar
to CLI), and (2) Dialed Number Identification Service
(DNIS), which is an enhancement of 800# services that
enable you to use CLI intelligence for sophisticated
routing of calls into the organization.

An additional feature to order from your telecommuni-
cations provider (telco) is direct inward dial (DID) for
inward call routing. DID essentially provides a way for
external callers to contact a user directly at his or her
unique phone number without any automated atten-
dant or operator intervention.  DID trunks are ordered
in blocks consisting of 20 or more 10-digit telephone
numbers. These numbers are assigned by the telco to a
customer and are routed to DID trunks connected to
the PBX. When a call is made to a DID number, the
telephone company will send the last 3 or 4 digits of
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the 10-digit number via the DID trunks at call set-up
time. The PBX monitors for the digits and routes the
calling party to the called party’s extension.  Wink start
refers to a mechanism for initiating an inbound call and
passing the extension number to the PBX using a spe-
cific signal. Note that analog DID trunks are inbound
only and cannot be configured as two-way trunks.

Connecting PBX systems across the WAN or within the
same office location can be accomplished using either T-
1 or analog interfaces.  These interfaces were basically
designed to interact with the telco’s CO switches; there-
fore, one of the PBX systems has to simulate CO signal-
ing so that the two PBXs can communicate effectively.
Similar schemes often are used when configuring a gate-
way or IP telephony system to connect to a legacy PBX.

2.2.4 Traffic Calculations

To determine the exact number of telephone lines and
trunks your company requires, you must first deter-
mine the number of telephone users, calling traffic, and
the acceptable percentage of call blocking (failure of
calls completed due to an insufficient number of avail-
able trunks). A sample traffic calculator for determining
the number of telephone lines and trunks can be found
on the internet at http://www.erlang.com/ . If no data is
available for determining your telephone line and trunk
requirements, you can follow the recommendations
given below.

In general, smaller installations need more trunks per
telephones (typical configuration), whereas larger
installations do not need as many trunks per tele-
phones (light configuration).

Telephone Trunks per Trunk
Traffic Telephones Factor
Heavy 3 trunks/per 6 telephone users 3/6

Typical 2 trunks per 6 telephone users 2/6

Light 1 trunk per 6 telephone users 1/6
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Note: These numbers are not applicable to a call center
implementation, which typically have much different
requirements.  Please consult your vendor for suggested
ratios.

2.3 Cabling
The cables pulled between telephone devices represent
a significant portion of the investment in the phone sys-
tem. It is important to ensure that the cabling is appro-
priate for that location and has been installed correctly.
Today, category five (CAT 5) twisted pair cable is the
most popular cabling system being installed.  It can
carry both voice and data traffic. 

The jack linking the cable to the desktop varies
depending on whether a telephone or a network device
(such as a PC Network Interface Card (NIC)) will be
connected. The Ethernet NIC uses an RJ-45 plug and a
standard analog telephone uses an RJ11 plug. 

When the cabling system is installed the vendor tests
each line for integrity. It is important to ensure that this
testing is performed and that test reports are provided
on each line.

The other end of the cables terminate close to the PBX,
normally at a distribution frame or punch down block.
The distribution frame is a rack-like structure where
cables are threaded from one entry point to an appro-
priate exit point. The telephone engineer can establish
the connection using a special-purpose tool used to
push or punch the copper wire into a receiving contact. 

A dedicated corporate telephone network (in which
phones are connected directly to the PBX through a
structured cabling system) increases reliability but
decreases flexibility.  Moves, adds and changes (MACs)
in the legacy PBX environment often require reconfig-
uring the wiring infrastructure.  According to many
enterprise telecom managers, a typical mid-size enter-
prise has a move, add, or change (MAC) involving
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approximately 12% of its users per year, with an aver-
age cost of $150 per user.  Therefore, MACs in a tradi-
tional PBX environment can be a significant, yet
hidden, cost of ownership.

In contrast, data networking cabling tends to terminate
the desktop wires on a patch panel so that an Ethernet
drop cable can be used to link the desktop device to its
corresponding Ethernet port. This same scheme is
increasingly being used for voice cabling because it sig-
nificantly reduces the cost of handling moves, adds and
changes.

2.4 Basic Features and Functions
There are certain features and functions a telephony
system is expected to deliver. We expect these features
to behave in a predictable and familiar manner.
Following is a list of the typical features available to
users and administrators:

• Speaker button

• Mute Call button

• Call Forward

• Call Transfer

• Blind Transfer

• Call Park

• Conference

• Hunt Groups

• LCD’s displaying calling information

• Support for DTMF codes

• Programmable keys

• Redials

• Music on Hold
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• Last Number Redial

• Call Pickup

• Shared line ringing

Value-added features are most often embedded in tele-
phone handsets to encourage customers to upgrade their
handsets to gain access to these functions (handsets rep-
resent a large portion of the overall cost of owning a
PBX).  The feature lists associated with these handsets are
fairly similar from one vendor to the next. Unfortunately,
adding features along with a new handset requires signif-
icant engineering in the central PBX each time a new fea-
ture is added.  And even more problematic, in today’s
business environment, the list of required features is
exploding.  The good news is that as the market contin-
ues to move to a pervasive IP-communications environ-
ment, adding new features will be similar to loading a
new plug-in for a web browser.  This ability to increase
the functionality of voice communications will be a criti-
cal driver for the adoption of next generation telephony.

2.5 Enhanced Features and
Applications

Beyond the basic feature list, PBX vendors are scrambling
to develop additional application components that can
be added to the system in order to significantly increase
the types of services the phone system can provide. The
final section of this guide provides an in-depth view of
some of the more strategic next generation applications,
such as unified messaging, voice recognition, and CRM.
The list below covers the adjunct systems typically listed
by PBX vendors in their solution offering: 

• Voicemail

• Automated Attendant

• CTI Connectivity

• Conference Bridge
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Often these systems are not fully integrated within the
PBX itself but are part of an increasing number of sys-
tem adjuncts that reside outside the chassis and are
linked via several line interfaces. The cost of such appli-
cations is beyond the basic PBX purchase and signifi-
cantly increases the price of the overall system.

It’s worth noting that the model of adding value to the
system using third party devices is made easier when
the voice system and the applications are designed from
the ground up to share a common IP infrastructure. We
will investigate the advantages of different architectures
in a later section.

2.6 Call Flows and Dial Plans
When installing a voice communications system, one of
the most important decisions that must be made is how
calls are routed even when the person is not available to
take the call. Will calls be transferred to the auto-atten-
dant, the operator, an assistant, an off-site number,
pager or cellular phone? 

In evaluating how to determine call routing policies, it
is imperative to seek input from system users, particu-
larly high volume users and groups. Hunt groups and
workgroups will often need to be defined for service
centers and customer reps. The term hunt group is
used to describe the way a call might be handled by the
phone system. For example, if a call is not answered by
a customer agent after a few rings, it will be forwarded
to the next available phone in the agent group until it is
picked up. If the call reaches the end of the available
extensions without being picked up, then it may be
passed on to the group’s voicemail. Understanding and
configuring such functionality is critical to a successful
telephony system installation. 

A call handling process also needs to be carefully
planned out for outbound calls in such a way  that, for
any number dialed, a corresponding route is available for
the call. For very large multi-site systems with local hop
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off, the dial plan information can become quite complex.
Here are a few examples of call handling policies:

• You have an office in New York linked to the office in
Dallas. You would like to save money by having
long-distance calls routed over your company net-
work. For example, if you were to place a call to an
external number in New York from the Dallas office,
the call would  transit between your two internal
PBXs from the Dallas office to the New York office
and then the external call would only have to make a
local hop to the destination number  – this will save
your organization money in long distance charges.

• You have a deal with a long distance carrier for calls
made to London so that all international calls to the
country code 44 will be prefixed with the alternate
carrier’s prefix number.

• When a staff member makes a call to an internal
extension but uses the full external number prefixed
by 9, you want to strip off all but the extension num-
ber and route the call internally.

Whether an external service organization is involved or
not, defining dial plans requires careful analysis and
thought.

2.7 Automated Attendant
The auto-attendant provides a customizable way for
incoming callers to quickly route themselves to the
people they need.  This application uses in-band signal-
ing called Dual Tone Multi-Frequency (DTMF) codes.
DTMF assigns a certain sound frequency to each tele-
phone key, so that when the dial pad keys are pressed,
the auto-attendant “hears” these frequencies, interprets
the information contained in these frequencies, and
acts on that information.

For small businesses, the immediate advantage of hav-
ing an auto-attendant is the cost savings of not having
to pay an employee to act as an operator.  However,
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please keep in mind that this feature can frustrate
potential customers if the menu levels get too deep. 

When comparing features of an auto-attendant applica-
tion, consider these questions:

1. How many menu levels can I have?

2. Can I design different menus depending on time of
day and year? How many?

3. Can these menus be programmed to automatically
update themselves on a particular time/date?

4. How does the system handle incorrect user input?

5. Can the seasoned user go straight to a destination?

6. Can the user bypass a long prompt or are they forced
to wait?

7. Does the system provide directory search with name
lookup?

8. Can I forward to workgroups or call center agents?

2.8 Call Detail Records and Billing
It is important to manage the overall cost of running
the telephone system.  PBX systems typically generate
detailed logs of calls on the system. These call logs can
be outputted from the management console and saved
to file for processing and analysis.

Because PBXs are isolated from the IT infrastructure,
the generated call detail information is typically fed into
a report engine that can produce more structured
reports by department, by group, by usage cost. This
information can be used to answer questions like:

• What calls are being made outside office hours and
where are calls being placed?

• Which extensions are costing the organization the
most money?

• What are the phone usage costs by department?
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Caller Line Identification (CLI) can be used to deter-
mine the duration of calls from specific customers. This
information can be useful for basic customer billing or
service level review. More detailed statistics require a
call center type system.  The process of generating such
reports can be outsourced to third parties who take the
basic PBX data and convert it into useful reports. Note
that some service organizations (legal, advertising, etc.)
that bill by the hour use such call detail records as
input into customer billing systems.

2.9 Next Steps
The information presented to this point should provide
you with a basic understanding of business telephony –
at least, the way it used to be.  But the reality is that the
world of voice communications is changing, and as a
result, next generation IP technologies are replacing
outdated TDM technologies in the enterprise. With that
in mind, we will now shift our focus to “voice over IP.”
We include an introduction to data communications
technologies and explain how IP voice communications
are delivered on top of this infrastructure.

3. DATA NETWORKING
This section introduces the fundamental building
blocks of a typical enterprise data network – Ethernet,
switching, IP and routing (Data networking profession-
als may want to skip ahead to the next section).

3.1 LAN Infrastructure 
The majority of local area networks today are based on
Ethernet technology. Increasingly, IP runs over
Ethernet, replacing protocols like SNA, IPX and
Appletalk.  Ethernet has moved from shared bus to
shared hub, and today, switched Ethernet dominates
the enterprise. Speeds have also improved from 10
Mbps to 10,000 Mbps (10 Gbps IEEE 802.3ae). And, of
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course, one of the earliest evolutions was the shift from
shared coaxial cable to twisted pair cable. 

Ethernet was standardized as IEEE 802.3. Each device
on the network has a unique six-byte media access con-
trol (MAC) address. Three bytes identify the vendor
and three-bytes identify the specific device.
Information is sent between network devices using a
predefined format known as a frame. Frame formats
continue to evolve but are backward compatible. 

The network interface card (NIC) is a device which
resides on all networked devices in one form or anoth-
er. It sends and receives all the signals to and from the
device and is responsible for packaging the raw infor-
mation produced by the network device into frames
before the data are sent to the cable used to connect the
device to the network.  If the target address of a specific
communication does not match that of the NIC then it
simply ignores the frame. 

To communicate with another device, the sending
device first listens for a quiet period, and then begins
transmitting. It then listens to make sure that its trans-
mission has been correctly sent, i.e.: the checksum
matches the transmitted data.  To prevent two devices
from communicating at precisely the same time,
Ethernet uses a scheme known as Carrier Sense,
Multiple Access/Collision Detection (CSMA/CD).

Here’s how CSMA/CD works.  Imagine two computers
that hear silence on the media and determine that it is
safe to transmit. They both transmit and listen at the
same time, so if another device heard silence and start-
ed transmitting at exactly the same time then they
would immediately recognize this because the informa-
tion they detect coming back on the network does not
match what they sent. They have detected a collision. 

As a result, each computer will then back off – quickly
flood bits onto the cable and then cease transmission
for a random amount of time. They then resume listen-
ing for a quiet slot and the cycle begins again – though
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this time hopefully, without a collision. This simple
mechanism has been found to be fairly scalable and
works well on LANs with a small number of users.
Over the years, Ethernet’s CSMA/CD has beaten com-
peting approaches, such as IBM’s Token Ring. 

As you design your network infrastructure, keep in
mind that Ethernet has some important constraints in
terms of the cable lengths: 

• Maximum length of twisted pair cables that connect
Ethernet switches to devices (other switches, com-
puters, IP phones etc …) = 100 Meters

• Maximum fiber cable Length  = 420 Meters

Today’s cabling is typically UTP type 5 and a test certifi-
cate should be obtained from the cable contractor to
ensure the cable conforms to the requirements of
Ethernet. RJ-45 pin layouts are defined in TIA 568B.
One thing to note is that when you connect an Ethernet
switch or hub to another switch you will need a
crossover cable (defined in 568B) unless the uplink
port of the switch is used.

Although the hub and spoke topology (one of a num-
ber of different topologies that can be used with
Ethernet) created by a LAN switch (the hub) and sever-
al NICs (the “spokes”) is superficially similar to the PBX
and the twisted pair cable connecting telephone hand-
sets,  there are fundamental differences between the
two systems. These differences include:

1. Unlike PBX systems, LAN devices can be easily inter-
connected and daisy-chained to extend the capacity
of the network.

2. Unlike PBX systems, Ethernet devices are backward
compatible so older NICs will continue to work with
newer switch ports.

3. Unlike PBX systems, Ethernet is an open standard
(IEEE 802.3) and any compliant device can be added
to the network, irrespective of vendor. 
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4. Unlike PBX systems, addressing schemes with
Ethernet are relatively easy to implement because
these Ethernet-compliant devices have unique MAC
addresses built into the hardware, enabling network
managers to deploy Ethernet without having to man-
age the addressing scheme. Devices simply “declare
themselves” on the network. IP addresses still need
to be managed above this layer, but even these can
be allocated automatically using a scheme like
Dynamic Host Configuration Protocol (DHCP). 

3.1.1 Ethernet Switching

Over the last 25 years, Ethernet has evolved and today
Ethernet networks are built from both chassis-based
and stackable switches rather than shared media hubs.
Switches provide each device connected to one of their
ports with a dedicated bi-directional (full duplex) con-
nection. This means that a device connected to a switch
port will communicate at the maximum rated speed for
that device.  This differs from shared Ethernet topolo-
gies (such as hubs or, more often today, wireless) where
the bandwidth must be shared.

To achieve this improvement, Ethernet switches must
know the addresses of as many of the devices connected
to them as possible and identify the ports used to reach
these addresses. Switches do this automatically using a
protocol defined in IEEE 802.1 called transparent
bridging. The switch stores the source address and
switch port of every frame it receives in a table and finds
the destination devices by flooding its other ports with a
request for the destination device. When the destination
device responds then this address and port number are
also added to the table. Once source/destination
addresses are known the switch can use that informa-
tion to begin to forward frames. Shared hubs must for-
ward frames to every device connected to them, which
reduces the overall throughput for every device. 

In certain circumstances it makes sense to segment traf-
fic either by department or by application using a

P.23

      



VLAN in order to enhance security or optimize band-
width. Given that voice and data are sharing the same
switch infrastructure, it may make sense to segment the
LAN into smaller groups of users in order to  protect
the real-time voice traffic from unpredictable data traf-
fic (which can create spikes of high-volume traffic over
brief time periods). One method of ensuring optimum
voice quality is to run voice traffic on a separate VLAN.
This virtual segmentation allows the voice traffic to
share the same physical infrastructure as the bursty
data traffic, but the voice traffic is protected at a logical
level from interacting with the data traffic.

An Ethernet switch architecture can also be designed to
eliminate points of failure – uplinks, specific switch ports
– that could impact everyone in a department or office
floor. Redundant links can be built between switches,
but this introduces the problem of a logical loop where
switches would keep claiming they were responsible for
devices that were in fact connected to some other part of
the network. Or worse, the redundancy could lead to
broadcast storms where switches continue forwarding
broadcasts and network devices respond to those broad-
casts, and the responses start feeding back on themselves
until a network meltdown occurs. 

The Spanning tree algorithm IEEE 802.1d provides a
way to benefit from the redundancy while avoiding the
problems described above. Each link is weighted and
for any path, a switch will only use the lowest path for a
link and ignore the others. It should be noted that
spanning tree information takes time to update in the
event of catastrophic failure, and this process of updat-
ing the spanning tree information can impact a call in
progress. Switch manufacturers have developed propri-
etary solutions for providing rapid spanning tree
updates and these solutions have largely addressed the
challenge maintaining call quality when the network is
experiencing technical issues. 

When designing enterprise networks it is important to
recognize that in spite of efforts to segment traffic (see
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paragraph above on VLANs) much of the traffic will
still transit certain links, resulting in bottlenecks. IEEE
802.3ad is a standard that addresses this bottleneck by
providing a standard mechanism for aggregating multi-
ple links between switches.

In concluding this section on LAN infrastructure we
would like to point out that while  Ethernet’s plug and
play design makes it easy to implement, as the leader of
your organization’s migration to a fully converged
voice/data network, you will be seeking to implement
advanced networking capabilities, such as redundancy,
link aggregation and QoS, which require careful plan-
ning and a modicum of fine tuning.  

3.1.2 Power over Ethernet

One of the advantages of an IP-based PBX system is that
it enables the use of a converged network (as opposed
to maintaining two separates networks for data and
voice). IP telephones plug directly into the Ethernet
network and interact with a media gateway controller
(MGCP) or a gatekeeper (H.323) for call control over
the LAN.

However, one of the challenges of a single, converged
network is that the phone (which is seen as the lifeline
to emergency services) may not be available during a
power outage. With users expecting that they will have
dial tone no matter what else is going on around them,
this can create problems.

Even though in many cases digital sets were not line
powered, the legacy PBX vendors - seeing an opportu-
nity to hold back the inevitable - started accusing the
IP-PBX community of cutting corners on the funda-
mentals. This has led to the myth that data networks
need to be upgraded so that low voltage devices like
wireless hubs (see next section) and IP telephones
could be powered through the LAN.

IEEE 802.3af is the standard that defines two ways to
provide power to IP phones:
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End Span – Replace Ethernet switches with new
devices that use DC current over the pairs used for data
1/2 and 3/6 (on the RJ-45 jacks). This approach is most
appropriate for a new building or as part of a major net-
work upgrade, as it requires an investment in new
Ethernet switches.

Mid Span – A device that inserts power onto the
unused 4/5 and 7/8 pairs on the RJ-45 jacks. This
device has two ports and sits between the Ethernet
switch and the device it is powering. It has the advan-
tage of less expensive that upgrading the Ethernet infra-
structure. 

Note that in both cases the system is non-destructive in
that a non-compliant device can be plugged into the
powered line without damage to the device.

3.1.3 Wireless LANs

In the USA, wireless premises for voice has remained
vendor specific, which contrasts with Europe where
regulated spectrum was established and a standard
approach has been widely adopted – ETSI’s DECT. The
challenge with wireless has always been cost. The cost
of providing full building coverage and possibly cam-
pus-wide roaming has been prohibitive; establishing
the necessary access points or base-stations has been
too expensive.

This situation is changing with the broad adoption of
Wi-Fi networks based on IEEE 802.11, the wireless
Ethernet standard. Broad market adoption has helped
to drive access point prices down and many enterprises
are intrigued by the potential to provide employees a
single mobile device for applications as well as voice.

There are, however, some challenges that should be
considered when planning a wireless implementation:

1. QoS – Delays for Enterprise voice should not exceed
150ms. Given that Wi-Fi is a contention protocol
(like the original shared Ethernet), when a particular
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access point is heavily used, voice quality will suffer.
IEEE 802.11e is expected to be ratified in Sept 2004
and addresses wireless quality issues.

2. Reliability – Except for 802.11a, which specifies the
5GHz band, the 802.11 standards use the 2.4 GHz
band and suffer from interference with other wireless
devices.  

3. Security – Voice can be slowed down by data encryp-
tion. A voice-specific encryption standard has been
developed: IEEE 802.11i

4. Standards – There are multiple signaling standards
(802.11a, 11b and 11g), which should be compared
based on distance, capacity and frequency interfer-
ence.

5. Handsets – Running voice through PDAs may be
desirable, but ultimately, users will still need wireless
phones for the foreseeable future. The number of
suppliers is still relatively limited. 

6. Coverage - Establishing coverage throughout a build-
ing is no trivial task and should be carried out by
experienced wireless network designers.

3.2 IP
As mentioned earlier Ethernet is the dominant LAN
technology, it scales well and works over twisted pair,
fiber optic cable and even wireless. Why would we
need anything more than just Ethernet? Let’s consider
some of the challenges of running just Ethernet: 

• How do we tell applications running on computers
how to find the addresses of other computers with
which they need to communicate?

• How do we communicate over very long distances,
for example WAN connections spanning the globe?

• How do we deal with circumstances where economic
constraints force us to use some other transmission
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technology? (“I could sell you Ethernet  between
those two sites but Frame Relay will be half the
price”)

• How do we communicate with other organizations
that do not necessarily want us to know the specific
addresses of machines on their internal networks?

• How should we package information like emails or
graphic-rich documents so that other machines can
download and display the information?

The answer to all these questions is that a protocol was
needed that could provide an open interface between
applications and the various physical networks under-
neath (e.g.,, Ethernet on the LAN, Frame Relay, DSL
and ISDN in the WAN, etc..) There have been various
proposed protocols including:

1. IP Internetworking Protocol – IETF standard

2. OSI Open Systems Interconnect – ITU standard

3. SNA Systems Network Architecture – IBM 

4. DECnet – Digital Equipment Corporation

5. IPX Internet Packet eXchange - Novell

But interestingly, it is one of the oldest protocols that
finally won the race. IP was originally developed by an
agency of the United States Department of Defense,
called Advanced Research Projects Agency (ARPA) as a
peer-to-peer communications protocol to protect US
military and R&D computer sites from being cut off in
the event of nuclear attack. The protocol removed the
hierarchical structure and there was no single point of
failure that could bring down the nation’s communica-
tions. While this level of reliability was extremely valu-
able, the true drivers for IP’s success were: 

1. IP protocols are simple to understand and 
implement

2. The protocol specifications are freely available
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3. Applications like the World Wide Web encouraged
broad market adoption

The IP community had an enthusiastic, open, and shar-
ing philosophy that fundamentally drove adoption
through universities and beyond. Today, IP is used
across the globe as the basis for the Internet and the
majority of enterprise networks.

3.2.1 IP Addresses and Names

IP addresses are used to identify devices connected to
the network. The 32-bit addresses are written as four
decimal values (with each group capable of represent-
ing less than 256 values) separate by a dot. The first
groups of numbers identify the network upon which
the machine is located, and the other groups of num-
bers identify the specific machine within that subnet-
work. Here is an example:

169.254.70.213

When installing a computer, the network manager
defines the machine’s address and the address of the
default gateway – the machine on the local network that
provides connectivity to other networks. In the early
days of the Internet, this machine would be a computer
with two network interfaces and it would perform the
task of forwarding packets between the two interfaces.
Today however, it is more likely to be a router.

For use on machines connected directly to the Internet,
IP addresses are carefully allocated in blocks and man-
aged by the owner of the addresses to ensure that no two
machines have the same address. However, within an
enterprise the IETF has allocated certain address ranges
for internal machines only. The addresses of the internal
machines are protected by a firewall that provides
Network Address Translation (NAT) that not only pro-
tects the identity of internal machines, but also ensures
that addresses belonging to one enterprise do not conflict
with similar addresses used by another enterprise. 
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Like telephone numbers, the numbers to the right of
the address identify the specific machine or device.
When planning an IP voice implementation, a legacy
voice manager should learn the details of the address-
ing scheme used within the organization before con-
necting new IP devices to the network.

To make it easier for people to find services on their
network and on the Internet, a name-to-number trans-
lation service was introduced called the Domain Name
System (DNS). This global system allows one to type in
a name like http://www.louvre.fr/ rather than its IP
address http://160.92.103.98/ . The DNS service sim-
plifies things by allowing the end user to memorize a
website name instead of having to remember its IP
address, which could change if the Louvre were to
change to a different service provider.

When you consider how you use phone numbers in
your cell phone, you will recognize that here too, you
use people’s names rather than their numbers. Later we
will show how this facility is being introduced by the
current generation of IP voice systems.

3.2.2 Allocating and Managing
Addresses

Given that each device has to have its own IP address,
does this mean that you must manually assign an IP
address to every phone you install on your network?
Fortunately, the answer to this question is “no.” An
automatic address allocation system was developed to
ease the administrative overhead associated with IP
address allocation: Dynamic Host Configuration
Protocol (DHCP).

The DHCP protocol resides on a server and manages a
pool of IP addresses. DHCP keeps track of which
addresses are currently in use and which are available
for allocation. IP addresses can be leased from an
address range for devices that conform to certain crite-
ria. For example, an Ethernet MAC address range and
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leasing can be time-bound to handle applications such
as shared desks for mobile employees. 

3.2.3 WAN Infrastructure

Because IP was designed to function independently over
lower topology layers (i.e., closer to the physical layer in
the OSI model), the options for interconnecting IP
devices over the wide area network are almost limitless. 

Here’s what you will have to deal with in today’s market:

1. T-1 and fractional T-1

2. ISDN

3. Frame Relay

4. ATM

5. xDSL

6. Cable

7. Wireless Local Loop technology such as 802.11 and
LMDS

8. SONET

9. Wide Area Ethernet (delivered by metropolitan area
networks)

Previously you may also have had to manage an access
router with a rack of modems, but this service has been
replaced by the combination of service providers and
Virtual Private Network (VPN) technology.

Enterprises will typically connect their LAN to the
WAN using a router. The router combines IP routing
intelligence with knowledge of the appropriate lower
level network signaling used on  the WAN. Such
devices range from low-end access devices for connect-
ing home users to large enterprise routers with redun-
dant links for failover and load balancing.  
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3.2.4 Routers and Routing 

In the telephony world, conversations are carried out
over circuits – end to end connections between the
caller and callee. All the work of determining how to
route the call is done during call setup. Once the circuit
is in place, no further route decisions are required
(assuming there are no catastrophic problems on the
network).

Data networks, however, do not work like this. Packets
are forwarded and forgotten so that each intermediary
router between the source and the destination:

1. Reads the destination address of the packet

2. Checks which route to use

3. Forwards the packet to the interface associated with
that route

4. And forgets it 

So you can think of routers like a group of children
standing in a circle throwing hot potatoes to each other.
You catch it, throw it before your fingers burn, and for-
get it. There is no notion of a circuit, although as we
will later see when we look at MPLS and quality, voice
is placing new requirements on router protocols.

The primary function of a router is to route packets
along the best path across a network. Each router main-
tains a route table, essentially a roadmap of the network
which is kept up to date by exchanging information
with other routers about the status of each link and the
status of the network.  When an incoming packet is
received, a router identifies the destination address,
checks the route tables to determine the best route, and
then forwards the packet to the next router along the
path.  A router should be connected to multiple for-
warding paths so that if one path fails, packets will be
re-routed around the failed connection.

Due to their strategic location in the network (at the
LAN/WAN boundary), routers are frequently used to pri-
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oritize and filter traffic. Note that WAN links are shared
resources and therefore suffer from similar contention
problems inherent with the early Ethernet. This can
cause serious problems for real-time voice communica-
tions. QoS will be discussed in the following section.  

Routers are also used to act as a firewall, filtering pack-
ets to protect the network from unwanted attempts to
gain access to the network. Firewalls use techniques
similar to traffic prioritization; that is, they identify and
filter traffic based on source or destination address, pro-
tocol type, or IP port numbers.  Port and socket num-
bers, in particular, may indicate application functions
such as telnet or file transfer protocol (FTP), and
because these applications can be used to break into a
corporate network, identifying these types of traffic
before the traffic enters the network can offer valuable
protection. There are literally hundreds of well-known
techniques for breaking into a network, such as IP
spoofing, Denial of Service attacks, or SYN floods. In all
cases, the router or firewall must be capable of identify-
ing and filtering these types of traffic.

Use of traffic prioritization or firewall technology could
become an issue when transporting voice over the net-
work due to the additional processing required for
these functions.  However, the newest generation of
routers and stand-alone firewall devices has become
much more powerful, making use of custom ASICs to
simultaneously classify, queue, filter, and forward pack-
ets with minimal latency.

3.2.5 The Real Time Protocol (RTP)

During a conversation, the human mind can make
sense of imperfect sound in which small (barely percep-
tible) bits of audio are missing – Audio CDs and the
pointillism technique in painting show how the mind is
capable of putting together a complete picture from
fragments. But if a communication system has to stop
processing to ask for a packet to be retransmitted, then
the delay can cause a serious degradation in the per-
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ceived quality of the conversation. In fact, for real-time
communications it actually makes more sense to dis-
card the missing packet rather than re-request it.

RTP is a protocol designed specifically to handle the
needs of real-time communication. Among the fields
defined for an RTP message format are:

• Sequence Number: Incremented for each RTP packet

• Time-Stamp: Used to record the sample rate and
therefore playback rate

One can take a variety of different approaches (in a
voice over IP implementation) to handling a lost packet
during a conversation. For example, one approach
might be to simply replay the sounds from the previous
packet, discard the missing packet, and then play the
next one when it arrives. 

Another aspect of real-time communications is that in
order to achieve higher quality sound, the sampling
rate must be increased, and this leads to smaller packet
sizes. The smaller packet sizes have the benefit of
avoiding the increased processing latency caused by
large packet sizes, but the small packets cause a new
inefficiency—namely packet headers end up taking up
as much bandwidth as the payload (i.e., the actual
sound being transmitted). RTP provides a solution by
using header compression. So RTP doesn’t handle the
voice signaling nor does it define the format to be used
for the transporting the voice packets, but it provides
important solutions to the challenges of real-time voice
communications. 

Problems of latency (perceptible delays between talker
and listener) and jitter (a gradual loss of synchroniza-
tion between the two endpoints) can still appear.
However, given the speed and reliability of most enter-
prise LANs, such problems are rarely seen for conversa-
tions at a single site and tend to be crop up in WAN
communications. Careful planning should be taken to
ensure the WAN is correctly sized for the needs of the
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organization, and care should be taken to verify that
appropriate jitter buffers have been set. We discuss this
more in the following section on voice quality.

With RTP we now have the necessary infrastructure
and protocol foundation upon which to build our IP
voice system.

4. VOIP – TECHNOLOGIES AND
STANDARDS

4.1 How IP Voice Actually Works
To understand what makes up a typical VoIP system,
let’s begin by looking at what goes on while two parties
are talking to each other.  Imagine yourself holding a
traditional analog telephone.  When you speak, your
voice excites the airwaves, literally creating a wave pat-
tern in the air – an analog signal. This sound wave is
picked up by the microphone in the telephone handset,
and the handset replicates the analog signal as electrical
impulses. The signal is sampled and converted to a
numerical representation of the wave pattern – ending
up as a series of 1’s and 0’s. The resulting digital signal
can then be compressed if desired.  

Thus far, the process described is exactly the same for a
digital telephone connected via a line interface on a lega-
cy PBX.  But that’s where the similarity ends.  The next
step consists of preparing the signal for transmission
over the network infrastructure. For VoIP this means
dividing the stream into IP packets. (This process is
shown below in Figure 2: VoIP Media Stream.)

It is at this point that one of the key differences between
legacy telephony and IP telephony begins to emerge.
Legacy PBX systems use proprietary, non-interoperable
signaling, while IP telephony is designed to leverage
standard signaling protocols.
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Figure 2: VoIP Media Stream

4.2 VoIP Components
Having established the process for voice communica-
tions across any data network, the next challenge is to
provide sophisticated call control (call set up, tear
down, etc.) capabilities.

The act of setting up, tearing down and routing calls
requires intelligence that goes beyond the simple trans-
mission issues we have covered so far. A lot of effort has
been put into standardizing these rules so that IP voice
systems can accomplish call processing in the same pre-
dictable manner web servers deliver information to web
browsers anywhere in the world.  We will hold our dis-
cussion of standards for a later section and, for now,
focus on the functionality required. 

Softswitch: To set up a call, the system must to act on
signals from the calling phone.  One way to accomplish
this is with specialized call processing software that
tracks and manages call progress, and handles conver-
sion between the addressing schemes used on a data
network (IP addresses) and telephone numbers
(defined in ITU E.164).  There are different names for
this function: call server, call processor, gatekeeper,
media gateway controller, or softswitch.  

Think of this device as an automated operator, handling
all the tasks the switchboard operator used to handle. 
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Telephone Call Server/SoftSwitch

I’ve gone off hook OK, here’s your dialtone

Here’s the phone OK, I’m routing this;
number I dialed here’s some progress info

I’ve just put this OK, I’ll remember that call for 
caller on hold you; here’s another dial tone

I’ve replaced OK, I’ll store the call detail 
the receiver record and terminate the call

These examples – which are typical of signals that
might be sent between a telephone and a call server –
show how a call server can perform the same functions
as those of a PBX.   So if the call server or softswitch can
manage call set up, call routing and call tear down -
does that mean we now have a fully functional IP-based
alternative to the PBX?

Gateways: Not quite.  We are still missing an impor-
tant interface with the legacy PBX. Specifically, we need
a gateway between the IP world and the legacy circuit-
switched world.  The gateway accomplishes this with
three components:

1. Trunk or line interface on one side

2. VoIP transmission capability on the other side

3. In between, the gateway must have the necessary
logic to convert between the two media formats and
ask the call server for help setting up the call 

In practice, it often makes sense to combine the func-
tionality of call processing and gateway into single net-
work elements – but for the purposes of this discussion,
they are being treated as separate components.  

IP Phones: While a complete system with a softswitch
and specialized media gateways can potentially support
existing analog handsets, in practice, most implementa-
tions only support IP phones. Phones can either be
hardware devices that plug into the Ethernet network
(and look just like a normal legacy telephone) or soft-
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phones that run on the user’s PC. 

IP phones actually provide the functionality of a single
user gateway, converting the analog speech pattern into
digitized voice packets which are then sent over the IP
network. 

Here some of the characteristics you should consider
when selecting IP phones:

1. Which signaling standard is used?

2. Does the phone provide a second Ethernet port so
that a PC can use the same uplink as the phone
(offering savings on cabling cost)?

3. Does the phone support Power over Ethernet so it
would work without interruption during a power
outage?

4. Does the phone provide a mechanism to classify traffic
so that voice can be prioritized through the network?

5. Does the phone provide easy access to advanced fea-
tures through an intuitive interface?

6. Is the phone easy to install and configure?

7. Does the phone deliver good sound quality?

As a mature market, differentiation was critical for the
legacy PBX vendors and over time, the phone or hand-
sets became the focal point for vendor competition.
Specialist phones were developed:

• Operator consoles

• Administrative assistants

• Key systems 

• Conference phones

• And a range of phones for the different hierarchical
levels within an organization.

Today’s IP phones have software hooks for customiza-
tion and are far more flexible than their legacy counter-
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parts. Even the simplest of telephone designs can be
extended with applications that reside on the user’s PC. 

Today’s IP phone provides an intuitive interface with
access to application-rich features and is also capable of
leveraging recent improvements in sound quality to
provide a better experience for users and the people
with whom they communicate.  

The Complete System: Using these components:

1. Softswitch or media gateway controller

2. Gateways

3. IP Phones

We have the necessary components to build a complete
system. Let’s review how these components work dur-
ing a call:

• A phone transmits state changes (off hook, on hook,
etc.) to the call server or softswitch.

• The softswitch sets up calls, finds routes, keeps track
of everyone’s state.

• The softswitch automatically converts between tele-
phone numbers and IP addresses.

• Once a call route is established, the softswitch gets
out of the way so that the path for the voice stream is
independent of the softswitch. (This is important
because it prevents delay from being introduced into
the conversation.)

• If the call is leaving the IP network and being routed
to the PSTN or a legacy PBX, a gateway converts the
IP packets back into the appropriate media stream
for the trunk. 

• If the call is being sent to another IP device, the call
may be managed by multiple softswitches. But even-
tually, the VoIP packets reach the called party’s phone
and are converted back into voice.
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Figure 3 shows how all of these elements work together
in a complete business telephony system.

Figure 3: VoIP Architecture

Moving beyond the active components shown in this
diagram, a key point to note is the total flexibility of the
VoIP architecture delivered by the IP cloud. This IP net-
work can span both LAN and WAN, and can be geogra-
phy-independent as well as service provider-
independent. Devices can simply be plugged into the IP
cloud and be visible to the entire enterprise.
Management can potentially be conducted from any
point on the IP network and encompass every element
of the business telephony system. We stress the impor-
tance of this fundamental difference between the legacy
PBX and IP voice communications. Businesses can ben-
efit from the inherent scalability that the IP infrastruc-
ture provides, as well as the interoperability between
voice and computer components.

Having reviewed the functional elements that need to
be provided by an enterprise-class IP voice communi-
cations system, we will now look at some of the frame-
works and standards available.
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4.3 VoIP Standards
Before we review the specifics of VoIP standards, it is
worth spending a little time discussing why standards
are so important to the communications industry.
Fundamentally, standards provide the basis for commu-
nicating between vendor systems. Standards solve two
requirements in a non-standard communication envi-
ronment: vendor interoperability and service provider
interoperability.

We discussed signaling in the legacy PBX environment
in an earlier section, and you will recall that there were
several areas where proprietary protocols locked the
customer into vendor-specific solutions that ultimately
led to increased cost of ownership (e.g. proprietary
handsets, costly application integration, and propri-
etary signaling between PBXs).

Standards offer relief from vendor “lock in” through the
use of IP, which forms the foundation of any standards-
based implementation. However, this is only the begin-
ning of the process to open up the business telephony
world. The market is rapidly moving to an open sys-
tems architecture where standards-based phones, call
servers, gateways and application servers will interop-
erate from one vendor to another. This is the real prom-
ise and power of IP voice communications. 

In the communications world, standards discussions
often get political and the competition is based on dif-
ferent views of how problems can best be solved.  In
addition, standards specifications are complex and
require a solid technical background to understand.

With this in mind, the following section provides a
brief overview of three key standards upon which IP
telephony is based. The glossary at the end of the guide
can provide you with a reference for some of the com-
monly used acronyms.
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4.3.1 Session Initiation Protocol (SIP)

SIP has emerged as a lightweight and extensible alterna-
tive to H.323. SIP defines standard objects/components
and a limited message hierarchy for communicating
between these elements. 

SIP Components 
1. SIP User Agent Clients (UACs)

2. SIP Location Server – track which IP address a client
is currently using

3. SIP Proxy Servers – forwards requests to other
servers on behalf of SIP clients

Redirect Servers – communicates the target address of
the called party to the calling party.

The SIP protocol defines a set of basic messages to signal
events:

SIP Messages
1. Invite – to join a session/call

2. Ack – to accept this invitation

3. Options – determine the capabilities of a server

4. Register – Register with a server

5. Cancel – cancels a previously issued request 

6. Bye – to end a call

Developed by the Internet Engineering Task Force
(IETF), SIP focuses on session initiation, modification
and termination – leaving the session and connection
details to be negotiated by the end systems.  SIP uses a
simple text-based command structure, with HTTP syn-
tax and URL addressing.  Thus, it is well suited for
Internet and web-based applications where, for exam-
ple, phone calls and web pages work together in cus-
tomer call centers environments. 

Where terminals are concerned, SIP’s emphasis – like
H.323 – is still on end-point intelligence, and this has
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some significant implications for the cost of telephone
handsets. However, SIP’s key advantage is that it offers a
well-defined mechanism for device-to-device signaling
beyond the handset itself.  Specifically, SIP is well-
architected for communications between multiple
proxy and location servers. This part of the SIP specifi-
cation makes it very scalable and manageable.  

SIP is also the basis for SIMPLE, which is one of the two
standards currently being proposed for instant messag-
ing and presence. A voice system based on SIP will
therefore be better able to integrate presence and
telephony and will be able to deliver a richer suite of
applications. For these reasons, we expect SIP signaling
to be one of the requirements of next generation IP
voice communications systems.

4.3.2 MGCP/MEGACO/H.248

There are two other standards worth mentioning:
MCGP and closely related MEGACO. Unlike SIP and
H.323, MGCP assumes that edge systems are unintelli-
gent gateways and, therefore, the gateway controller
handles all aspects that go beyond media conversion. 

Central management of less intelligent gateway devices
is a reality in some business telephony implementations
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today.  Reduced cost IP phones can act as simple gate-
way devices (analog-to-IP converters) and the intelli-
gence of call control can be handled by the gateway
controller.

When MGCP was initially introduced for standardiza-
tion to the IETF, the name was changed to MEGACO
and an agreement was reached with the ITU to work on
a parallel standards activity: H.248. The key difference
between MEGACO and H.248 is that H.248 mandates
the support of H.323 (see below). To simplify things
and reduce costs, vendors have been implementing sys-
tems that use the original MGCP signaling proposal. 

4.3.3 ITU H.323

The earliest VoIP standard was the ITU’s H.323 stan-
dard, which evolved from H.320—the standard for
video-conferencing. H.323 defines a set of standards to
facilitate multimedia conferencing over packet-based
networks.  As such, it offers a complete suite of proto-
cols for audio, video and data conferencing. The H.323
standard contains the following modules:

Terminals: Telephones (software or hardware)

Gateway: Translates between packet and telephony
media streams

Gatekeeper: Performs address translation, admission
control and bandwidth management

MCUs: Multi-point Conferencing Units, support
multi-party conferences for voice and video

In addition to IP voice communications, H.323 sup-
ports collaborative applications, such as whiteboarding
and video-conferencing. This has important implica-
tions for IT organizations:

1. Protocol stacks are large and therefore expensive to
develop

2. End points must accommodate more than just basic
telephony signaling to be compliant
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Since its original introduction in the mid 1990’s H.323
has provided an important foundation for the VoIP
community but has since lost ground to the more
recent SIP and MGCP protocols. 

H.323 is an umbrella standard that groups multiple sub-
standards together into a single specification. Because
the actual standards documents are cross-referenced
with each other, it can be quite challenging to a new
reader. The list below is intended to clarify roles and
responsibilities of some of the main H.323 components:

G.711 Codec: Pulse code modulation (PCM) of
voice frequencies

G.723.1 Codec: Dual rate speech coder for multime-
dia communications transmitting at 5.3 and
6.3 kbit/s

G.729a Codec: Coding of speech at 8 kbit/s using
Conjugate-Structure Algebraic-Code-Excited
Linear-Prediction (CS-ACELP)

H.225.0 Call signaling protocols and media stream
packetization for packet based multimedia
communication systems

H.245 Control protocol for multimedia communi-
cation

H.323 Packet-based multimedia communications
systems

H.248 ITU equivalent of IETF MEGACO

H.450 Generic functional protocol for the support
of supplementary services in H.323

Consider this example of the many technologies at work
in a H.323 call.  First, when a user picks up the phone
and dials, an H.323-enabled phone uses H.245 to nego-
tiate a channel and exchange capabilities. Then, H.225.0
handles call signaling and call set-up, and finally, a com-
ponent called the RAS (registration/admission/status)
channel signals the gatekeeper that coordinates the calls
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within a zone.  In addition, if the destination is on or
over the PSTN, a gateway must be used to translate
H.323 packets to circuit-switched telephony. 

Although technically transmitting voice over packets
has been feasible for decades, H.323 has served an
important role in establishing an early framework for
how this might be achieved. Since its first release,
H.323 has been constantly enhanced.  However, it is
still generally perceived to be overly complex and “too
heavy” with functionality that is not required for IP
voice communications.  

4.3.4 Codecs

A codec is a device that converts sound from an analog
format to a digital/numerical representation in the form
of 1’s and 0’s (which is why the term itself is an acronym
for coder/decoder). Codecs may also handle compres-
sion and decompression.  There are many codec options
available, and the choice often involves a tradeoff
between voice quality, processing speed, and data size.

Below are some examples of codecs.  Each codec is list-
ed with the associated data stream produced, compres-
sion delay, and quality of the voice stream as measured
by mean opinion score (MOS), an open test where a
variety of listeners judge the quality of the voice sample
on a scale of 1 (low) to 5 (high).

Compression Method Bit rate (kbps) Delay MOS
Wideband 128 1 4.8

Linear (no compression) 4.5

G.711 64 0.75 4.1

G.723.1 5.3 or 6.3 30 3.65

G.726 32 1 3.85

G.728 16 3 to 5 3.61

G.729a 8 10 3.27
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Determining which codec option is best for your com-
pany depends on your requirements.  For example,
G.711 provides excellent voice quality and would likely
be useful for call center or sales environments.  In con-
trast, G.729a might be preferable for WAN voicemail,
where bit rate is more important than voice quality. 

Today the codec war has more or less died down with
vendors selecting and licensing the codec they feel best
serves their purposes (cost and technical). Part of the
reason for this issue dying down is that network capac-
ity has grown to such an extent that network perform-
ance is no longer the bottleneck (particularly on the
LAN). Vendors have taken advantage of this situation
by introducing systems that make use of wideband
codecs that significantly improve voice quality without
affecting either throughput or cost.  Systems that sup-
port wideband codecs actually improve voice quality
beyond what was achievable with the digital PBX.

Another codec issue to bear in mind is that of transcod-
ing. Let’s imagine two parties talking – one on a GSM or
other cellular phone and the other using an IP telephone
system. The call has to transit a gateway. If the IP teleph-
ony party is using one of the typical VoIP codecs, let’s
say G.729a, then to successfully communicate with the
other party we need to decode the G.729a stream, trans-
mit to the PSTN, which recodes the stream with a GSM
full-rate or half-rate code. Each time we code or decode
we introduce at least 12 milliseconds of delay (but often
as high as 50-100 ms) – and this kind of transcoding
should be avoided as it will impact overall end-to-end
delay as described in earlier sections.  Systems from a
single vendor are designed to make the correct codec
decision at call set-up but network designers must be
diligent. As the telco/service provider market evolves the
enterprise system will likely be required to interact with
the service provider’s equipment. 
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4.3.5 Which Standard?

When selecting an IP voice system, you should select a
vendor which has clearly commited to certain stan-
dards.  Each of the standards described below has expe-
rienced a significant level of adoption in today’s market:

1. H.323, with its roots in ISDN-based video-confer-
encing, has served its purpose of helping to transi-
tion the industry to IP telephony. Today, however, its
circuit switched heritage makes H.323 complex to
implement, resource intensive, and difficult to scale.
Vendors and service providers are now de-emphasiz-
ing H.323’s role in their IP voice communications
strategies.

2. SIP is ideal for IP voice and will play an important
role for next generation service providers and distrib-
uted enterprise architectures. SIP suffers from some
of the limitations of H.323 in that it has become a
collection of IETF specifications, some of which are
still under definition. The other similarity with
H.323 is that SIP defines intelligent end points and
vendors have found this approach to be more costly
and less reliable. 

3. In contrast to SIP, the MGCP/MEGACO standards
both centralize the control of simple telephones.
This is popular in environments where both cost and
control are important issues, which is certainly the
case in the enterprise environment where the PC can
be used to augment features and functionality.

Moving forward, the market will likely support multi-
ple standards for IP voice communications, with certain
standards optimized for specific areas – such as carrier
markets or communication with end point devices.  

But as we have previously mentioned the current trend
towards delivering presence along with instant messag-
ing using SIP as the transport make it a strong con-
tender for the delivery of application-rich voice systems
over time.  
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5 DEPLOYMENT ISSUES
Having described the fundamentals of VoIP and the
underlying IP infrastructure, we now turn to some of
the deployment issues that need to be addressed. 

5.1 Legacy Integration
In most cases, enterprises have legacy PBX systems and
the migration to IP voice communications will be car-
ried out in steps. This may be for financial reasons, as
the PBX asset depreciates over a seven- or even ten-year
period and a large number of legacy PBXs were sold in
the lead up to Y2K. Equally important, the logistics
involved in deploying simultaneous multi-site cutovers
can be daunting. Thus, though it may only be a tempo-
rary requirement, it is important that the new IP-PBX
can interact with various types of the legacy system.

5.1.1 Basic Connectivity

The easiest way to connect two PBXs is to use a digital
trunk like T-1 or E-1. By linking an IP-PBX to a legacy
system, we can begin the process of configuring the
legacy system to deliver extension-to-extension dialing
between the two systems. If the IP-PBX has been
designed with ease of deployment in mind, then setting
up the extension-to-extension mappings will be a mat-
ter of a few minutes on the IP-PBX side.

After verifying that we can dial extensions between each
system, we should verify that other features are imple-
mented correctly. Caller ID, for example, can be forward-
ed from one voice system to another so that the identity
of a caller can be displayed on the handset. Over the
years, the legacy vendors have pushed proprietary solu-
tions for delivering these features but, in fact, standards
like ISDN-PRI and QSIG will provide the necessary sig-
naling and are implemented in most PBXs and IP-PBXs. 

The final decision concerning connectivity will be
which system owns the trunk connection to the public
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telephony network. Clearly there are three options for
the location of the trunk connection:

• Legacy PBX owns the PSTN trunk

• IP-PBX owns the PSTN trunk

• Both system have a trunk connection 

The approach selected will depend on budget as much
as anything else. If the line card used for the PSTN con-
nection is to be employed to link the legacy system to
the IP-PBX, then clearly an additional line card will
have to be purchased for the legacy system. However,
most organizations would prefer to purchase equip-
ment that will work even after the legacy switch has
been decommissioned, and this implies that any addi-
tional line cards should be purchased for the IP-PBX,
which would act as a trunk gateway.

5.1.2 Voicemail Integration

You must decide how the IP-PBX will interact with the
legacy voicemail system. There are two approaches to
address this requirement

Keep them Separate: the legacy PBX and the IP-PBX
each have their own separate voicemail systems.
Voicemails may be passed between the two systems
using AMIS or VPIM

Host Voicemail on a Single System: either the legacy
voicemail system is preserved for all users, or all users
move to the voicemail system provided by the IP-PBX.
SMDI is the appropriate protocol for this scenario.

First we will look at the two protocols available for
interconnecting separate voicemail systems: 

1. Audio Messaging Interchange Specification (AMIS) –
Mimics the DTMF signals of the handset to forward
voicemails between two AMIS-compliant systems over
trunks between the two systems. Of the two approach-
es, AMIS is simpler to implement on the legacy system
and requires significantly lower investment.
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2. Voice Profile for Internet Messaging (VPIM) – provides
a standard Multipurpose Internet Mail Extensions
(MIME) encoding so that voicemails can be sent as
multimedia emails over LAN/WAN data connections.
While VPIM is the more modern of the standards, it is
often sold as an add-on feature and therefore requires
considerable investment to implement.

When migrating to IP voice, you may need to make
decisions regarding which system houses company-
wide voicemail storage. No matter which system is
finally selected, the message-waiting lamps of the alter-
nate system (IP-PBX or Legacy PBX) will need to be
activated and deactivated. In other words, the handsets
of the IP-PBX will light up when a voicemail arrives
even though that voicemail gets stored on the legacy
voicemail system. Similarly the legacy phones should
indicate the availability of voicemail on telephone
handsets connected to the PBX even though the actual
voicemail resides, this time, on the IP-PBX system.

Simplified Message Desk Interface (SMDI) is a protocol
developed for serial connections (TIA-232 cables)
between voicemail systems and PBXs. The protocol sig-
nals the availability of voicemail for a specific extension
to the management interface of the legacy PBX. The
legacy PBX uses this information to signal to the hand-
set that it should light its message-waiting lamp. When
the message has been played, the lamp is switched off
using the same mechanism. For some PBXs, an addi-
tional external interface may be required.

5.2 Supporting Voice Quality (QoS)
in the Network

Voice quality is based on users’ experiences and expecta-
tions. In general, today’s business telephony networks
have virtually no noise, echo, or delay.  In IP voice com-
munications networks, noise and echo problems can be
easily addressed, but delay can still be a problem.
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The ITU specifies an acceptable delay of not more than
300ms round trip or 150ms one way.  Delays over 1/4
of a second (250ms) are noticeable and unacceptable.
In the US, the acceptable delays in the PSTN are below
100ms. Cellular phones cannot deliver this level of
delay quality, but users accept the delay in exchange for
improved mobility.

There are several sources of latency in transmitting
voice over IP networks.  The first source of delay comes
from encoding analog voice into a digital data stream. 

Remember that each codec has an associated data
stream, processing delay, and voice quality rating. 

Once the voice stream has been digitized, it must be
packetized and transmitted onto the network. And this
is the second place where latency can be added to the
overall delay. Voice is typically sampled in 20ms inter-
vals, but this is not a given, and transmission is
dependent both on line speed and the packet size
resulting from the sample rate. For example transmit-
ting a 64 byte packet onto 56 Kbps line takes 8ms, (for-
mula: 64 bytes x 8 bits/byte = 512 bits / 56,000bps =
.0008 seconds).  Transmitting a 64 byte packet onto a
10 mbps LAN takes only 51 microseconds.

In today’s world of wire-speed switched LAN infra-
structures, transmission delays introduced by switches
and routers are negligible.  Delays are likely to occur at
the WAN access point where line speeds are low and
the potential for congestion is high.  To ensure voice
quality, you first need to determine that there is suffi-
cient bandwidth.  As packet sizes get smaller and com-
pression techniques improve, the packet header
portion takes up the majority of what is transmitted.
Using G.729a compression, a single voice conversation
is likely to require a minimum of about 26 kbps includ-
ing the IP packet overhead. 

Packets can also be prioritized so that voice traffic is
transmitted ahead of other types of less time-bound
information.  This can be accomplished in several ways.
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One method is to prioritize IP packets based on source
or destination address, such as the address of the IP call
server or softswitch, rather than of every end system.  

An easier method implemented by some vendors is to
prioritize packets based on predefined UDP port num-
bers.   Once the packets have been identified, the WAN
access router can prioritize accordingly. Unfortunately,
H.323, MGCP and SIP dynamically select destination
port numbers from a range, which makes routing more
difficult because you have to track a range of port num-
bers. Further, it raises concerns that the security firewall
is inadequate. Some of the better VoIP implementations
send all time-sensitive voice packets to a single destina-
tion port, thereby solving this problem. 

As you consider how you will prioritize voice traffic
over your network we recommend you give some
thought not only to which of the approaches is the
more sophisticated but also how easily will you be able
to manage the scheme. In general, the simpler
approach will be the least costly. 

Let’s continue looking at some of the other ways ven-
dors prioritize voice packets.

Looking deeper into the IP header, routers may also
prioritize packets based on protocol type, such as time-
sensitive protocols like SNA or SDLC.  In addition, the
IP header contains a Type of Service (TOS) field that
indicates priority or handling characteristics (e.g., high
priority, low loss, low delay).  

In private WANs where there is a dedicated leased line,
prioritizing voice over data at the access point is all that
is required.  In public or shared wide area networks
(Internet, VPNs), voice traffic must be prioritized
throughout the shared network space.  Rather than
have routers classify and prioritize packets at every
hop, the IETF is developing several standards to identi-
fy and prioritize different types of traffic.  

Two approaches are available to request resources along
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the communications path.  One is the RSVP protocol,
where each intermediate router along a communica-
tions path allocates resources based on current usage
and keeps track of which resources have already been
allocated. This essentially converts a router into a state-
ful device, i.e., the router is tracking virtual circuits for
packets. The challenge of RSVP is that routers were not
designed to work that way.  So, following unsuccessful
attempts to get RSVP to scale for large deployments, an
alternative was defined called DiffServ.  In this scheme,
different packets are “labeled” based on their desired
behavior and are managed accordingly by each router
along the path. This kind of hop-by-hop decision mak-
ing is much closer to the way routers were designed to
work. However, because of the lack of quality guaran-
tee, this approach was considered a Class of Service
(CoS) rather than QoS solution.

Multi-Protocol Layer Switching (MPLS) introduces an
additional mechanism to improve quality. (The protocol
gets its name from the fact that it works with a number
of protocols: IP, ATM, and Frame Relay.) Without MPLS,
routers must perform a lookup on the header of each
packet that enters the router. However, with MPLS, a
label is applied at the edge router to each packet in a
flow and any subsequent routers along the path simply
forward the packets along a predetermined path without
having to waste time examining the full packet header.
This process is carried out at a lower or less sophisticat-
ed level of the router’s execution and uses up fewer pro-
cessing cycles – In short, it is faster. The labels, of
course, are similar to those proposed in DiffServ. 

MPLS can be combined with another device known as a
packet shaper, which has knowledge of specific applica-
tions (SAP, Voice, Video, HTML, email, etc.) and of indi-
viduals and organizations. By defining packet shaping
policies that link to the MPLS labels in the routers, voice
traffic can be assigned capacity on route paths such that
the voice quality is maintained no matter what other
types of traffic are being generated on the network. 
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In summary, QoS must be evaluated based on a user’s
perception of the quality of the call.  The quality is
influenced by codec selection, echo cancellation and
silence suppression.  In addition, latency above 100ms
will sound uncomfortable for both parties. Network
delay on the WAN introduces additional delay. Simply
throwing lots of bandwidth at the problem will not nec-
essarily eliminate quality problems. For this reason pro-
tocols like MPLS, as well as packet shaping solutions,
should be evaluated for high traffic links.

5.3 Reliability
For both a legacy PBX and a next generation IP voice
communications system, the issue of reliability is
dependent on the system’s ability to ensure access to
dial tone, voicemail, administrative functions, and
value-added applications.  

The most important considerations will be:

• Where is dial tone and call processing done?

• What operating system does this device use
(Windows NT or embedded real-time)?

• What is the cost of protecting this device from failure?

• If I lose the WAN can I still make phone calls and
will the system failover automatically to the PSTN?

• If the device providing call control to the IP phones
fails, is the overall system intelligent enough for the
IP phones to fail over to another call control device
somewhere on the network?

Note: Embedded operating systems for real-time
devices are used in mission-critical applications, like
vehicle breaking systems, control systems for airplanes
and pace-makers. They are designed and tested to run
without interruption for years. Be aware of which oper-
ating systems are used to deliver dial tone. 

Clearly the answers to these questions will indicate the
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architectural robustness of each system being reviewed.
Beware that for some vendors reliability comes at addi-
tional cost–a cost that will be incurred as soon as senior
management find they are unable to make phone calls
because of an operating system virus for example. It is
clearly worth getting it right from the start, so spend
time looking carefully at each architecture and base
your decision on which architecture offers cost-effective
and reliable call control. 

Moving beyond issues of fundamental architecture and
operating system selection, the best way to ensure relia-
bility of IP voice communications is through redundan-
cy.  This can be done within a server with redundant
processors, hard-drives, power supplies, and fans.  And
it can be done externally through redundant servers
and sub-second failover between systems.  

Just as important, the architecture of the IP voice sys-
tem should allow you to distribute the voice communi-
cation functions throughout the network so that a user
on the network can place a call without the need for a
central voice call manager. 

It is also important to design the IP network backbone
for resiliency in case of failure of one of the networking
devices.  While layer 3 Ethernet switches and routers are
capable of re-routing around failures, a delay of even a
few seconds is typically long enough to terminate any
existing phone calls.  An alternative technique is to use
trunking or link aggregation, which delivers sub-second
failover between physically redundant links.  In addi-
tion, several networking vendors extend this technique
so that the redundant links connect to parallel systems.

Project
Typical - Place a value/cost on downtime. Identify and
eliminate any single point of failure. Document
actions/procedures in case of emergency.

Advanced - Determine whether this should be part of a
broader disaster recovery program. Have a third party
audit the measures established for reliability.
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Power
Typical - Provide a UPS for server, PBX and network
components.

Advanced - Install a backup power generator. Have
separate power cables enter the data center from differ-
ent sides of the building.

Servers
Typical - Eliminate any desktop PCs being used as
servers. Use server mirroring and load balancing. Install
multiple server network interface cards with load bal-
ancing and failover.

Advanced - If the server is used for delivering call con-
trol or routing then you should implement clustering
and find some way to isolate these systems from poten-
tial hacker attack.

Data backup
Typical - Establish a periodic (daily) backup schedule.
Carry out fully backups prior to any system changes.
Archive backups (weekly).

Advanced - Store archives in a secure site outside the
building in which the computers reside

Network
Typical - Select network switches designed for reliability -

• Redundant backplanes

• Redundant power supplies and fans

• Support for hot swappable components

• Redundant links between network devices that sup-
port rapid (sub-second) failover

• Use management software with remote notification of
alertsbetween network devices that support rapid
(sub-second) failover

• Use management software with remote notification of
alerts.

Personnel
Typical - Train staff on actions in case of emergency. Train
first aid and fire supervisors. Have a phone (attached to
PSTN powered line) available in computer room.
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Advanced - Require at least two people to be in com-
puter room after work hours.

Access
Typical - Establish access control for the computer
room.

Advanced - Place protective gridding around racks.
Place video monitoring in computer room.

Environmental
Typical - Review computer room air cooling system to
verify it can handle the heat generated by machinery.

WAN and Telco
Typical - Establish multiple links to PSTN and critical
WAN links preferably with multiple carriers. Configure
dial plan and router software to support cutover to
redundant links. Install secure firewall.

Voice System/PBX 
Typical - Link “stay alive” ports of the voice switch to
emergency phones distributed around the premises.
Use a distributed voice architecture that limits failure
points. Comply with E.911 requirements providing
location information to emergency services. Deploy
phones that take power from the voice switch.

Service/Support
Typical - Subscribe to service contracts that provide
the appropriate level of critical support.

Advanced - Establish SLAs with clearly defined penal-
ties that are links to lost revenues (insurance contract).

5.4 Security
Note that many of the reliability issues described in the
previous table also apply to the issue of security. In this
section we will quickly look at network attacks and
telephony fraud. The goal is to make you aware of the
issues rather than prescribe solutions to specifics.
Many companies focus on securing themselves from
outside abuse, but they may overlook breeches of secu-
rity that occur from inside the organization.
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5.4.1 Telephony System Security Issues

A good accounting package should be able to pinpoint
misuse of phone services. Often, such problems can be
resolved by a simple discussion with a manager. It is
important to demonstrate to employees that the system
is monitored and abuse is acted on. Some examples of
things to watch out for:

• Automatically forwarding an extension to an external
number in such a way that the extension can be used
from outside the organization for free long distance
phone calls.

• Party line or Kiosk services (for example sex chat
lines), can also be abused by employees. The use of
these high-cost services can lead to out-of-control
(and unbudgeted) phone expenses. The solution is
simple – ban those numbers and monitor the
employee. The challenge is to discover these abuses
in the first place.

• Intrusive and time-wasting telemarketing calls to
employees (fax or voice). The solution is to request
to be removed from the caller’s list.

• The features that facilitate our day to day use of our
voice system can be misused by the intended users
or auxiliary staff – inappropriate calls can be inhibit-
ed automatically on a per-user or time-of-day basis. 

Some organizations resolve the problem with personal
ID numbers that must be used for personal calls.
However, this can irritate employees so you must deter-
mine the appropriate balance between protecting the
organization versus trusting the employee.

5.4.2 Network and Computer Security

Unauthorized entry into corporate networks and com-
puter systems can result in down time and lost infor-
mation.  As a result, many organizations have evaluated
the cost of such attacks and established protection
against them.  Total security is probably an unattainable
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goal, so you need to consider tradeoffs between secur-
ing the network and the cost of doing so.

There are many sources of information on network
security and there are many tools to help you identify
known vulnerabilities. One useful reference on the
Internet is http://www.cert.org/.

The CERT/CC is a major reporting center for Internet
security problems. Staff members provide technical
assistance and coordinate responses to security com-
promises, identify trends in intruder activity, work with
other security experts to identify solutions to security
problems, and disseminate information to the broad
community. The CERT/CC also analyzes product vul-
nerabilities, publishes technical documents, and pres-
ents training courses. 

The Internet was designed as a peer-to-peer network
where any connected device could see and directly
address any other device. Over the years, hackers have
used this feature of the network to their advantage.  But
this problem is not unique to IP. When a computer sys-
tem is connected to a network, it becomes vulnerable to
attack – whether IP or any other protocol is used.

Where IP is concerned, several techniques are used by
hackers to gain access to your network.  A variety of
tools (some of which are not covered in this guide) are
available to help address security challenges.  For now,
here is a summary of a few common techniques:

IP Spoofing – one of the earliest techniques, where
packets appear to be sent by a trusted source address or
port number. 

Denial of Service Attack – there are several DoS attack
techniques that can be used to bombard the network
with enough packets to disable network elements or
gain access to the network.

Syn Floods – an example of a DoS attack where a tar-
get machine, often a router, is flooded with TCP con-
nection requests, typically resulting in either a
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slowdown or complete crash of the target machine.

Once the IP addresses are known, a hacker can then
attempt to penetrate these computers using known
security holes, default passwords, etc. Phone systems
that rely on Windows for call management are vulnera-
ble to Windows security threats and thus require a
higher level of vigilance. 

The first level of defense is a firewall (see Figure 4) to
ensure internal IP addresses are not visible to the outside
world.  Just outside the firewall, an area is often set up
where systems are located that interact directly with the
Internet (e.g., public web server, email forwarder).  A
gateway firewall protects the internal systems from any
flow of information that is not between predefined sys-
tems and in predefined directions. Such rules might be:

1. Internal systems can get to websites but only if they
transit via the web proxy so that source addresses are
hidden

2. Email being sent, transits via the email proxy, which
also disguises the source address information

3. Email being received first goes to the proxy, then has
a predefined path between the proxy and the internal
email server 

• No emails trying to bypass this route can get through
the gateway

• Additional functionality can be added in the email
proxy to open and verify incoming emails for known
viruses

With such rules in place, the task of monitoring security
can be focused on specific machines. The security of the
proxy and gateway devices can be locked down so that
they don’t accept network logins and other means of
penetration. Any attempts to login or attach to these sys-
tems should have the affect of generating alerts or even
generate misleading information to the potential hacker.
One obvious way to accomplish this is to disguise the OS
and vendor names with misleading names and banners. 
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Figure 4: Network Security Firewall

Personal and small business firewalls are now available
that are ideally suited to the teleworker and branch
office environments where IP voice will travel over a
public network connection.  For public networks or
VPNs, the same techniques used to secure data (IPSec,
DES, and triple DES encryption) may be used with
voice.  The only issue that needs to be considered is the
potential delay associated with the encryption tech-
nique.  However, today there are many vendors with
solutions capable of providing wire-speed encryption
filtering and forwarding.

As we conclude this section it is worth mentioning that
many of these issues are actually already addressed by
the existing data communications infrastructure. In
other words, these issues are not specific to voice.
However, you should be aware that voice communica-
tions will expose any fundamental weaknesses in the
design of the data infrastructure. 

Ask your vendor for guidelines and instructions for
tuning the IP infrastructure in preparation for the VoIP
system.

   



6 TELEPHONY APPLICATIONS 
In this section we move beyond the basic features and
functions of making phone calls to explore enhanced
features, applications and solutions designed to
enhance your business’s productivity. The first section
provides an introduction to standards and technologies
used for integrating applications with the phone sys-
tem, and then we explore the applications themselves. 

6.1 Convergence: Computer
Telephony Integration (CTI)

One advantage of IP-based voice communication sys-
tems is the ease with which voice can be enhanced with
additional information about the parties involved in a
call.  IPT also facilitates the linking of voice to different
enterprise applications, such as email, fax and CRM.  

In the PBX model, voice cards had to be installed in
dedicated application servers to bridge the two worlds.
Alternatively CT extensions had to be purchased for
each user telephone to be bridged. Accomplishing this
was price-prohibitive and very complex, so generalized
CTI never took off in the legacy PBX world. 

You may encounter standards from the Enterprise
Computer Telephony Forum (ECTF) such as S.100,
S.200, S300 and H.110 that define standard APIs for
developing CT applications. (Note: Most PBX vendors
have proprietary APIs.) Some vendors have an extend-
ed CTI model to develop their own CT-rich alternatives
to PBXs.  

In the IP world, the link between the telephone and the
computer is already available over the IP network.
Open standards, such as Telephony Application
Programming Interface (TAPI), enable programmers to
interact with the phone system directly from within the
applications they develop for the PC. 
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6.1.1 TAPI

TAPI is Microsoft’s Telephony API that allows third-
party call control applications to control telephony
functions from the client application. Outlook, for
example, is a TAPI-compliant application that allows
users to dial the phone numbers of people directly from
the Outlook contacts database by clicking a button.
This means that whether you are a user of a contact
database such as Microsoft Outlook or Symantec ACT,
you no longer have to look up your contact information
and manually dial from the phone.  The TAPI interface
lets you select your contact manager and initiate a tele-
phone dial directly from your list of contacts. This sim-
plifies  dialing and eliminates dialing mistakes. 

Unlike the previous releases, Microsoft TAPI, version
2.1 fully addressed client-server needs for call monitor-
ing and control. Its 32-bit architecture supports existing
16-bit TAPI applications.  The most recent version from
Microsoft is TAPI 3.0 released with Windows 2000.

General purpose applications such as Outlook are not
telephony-specific, and most users prefer the specialist
clients that deliver important productivity gains.

6.2 Personal Productivity
Most VoIP users find it is the productivity applications
that really drive the benefits of the new system. When
employees can focus on their jobs rather than on
searching for (and dialing) a phone number, they are
less stressed in their work and more relaxed with their
customers. Contrast this with the traditional approach.  

In the PBX world, when you joined a new company
you expected to receive:

1. A phone

2. A guide for using the phone’s features

3. The company phone directory
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In this model, the following factors would impact your
productivity with the phone:

1. Your willingness to read the guide and remember
how to use the phone’s features

2. Your ability to touch type on a phone’s number pad

3. How many phone numbers you could remember in
your head

To speed things up you might ask someone nearby,
“Hey, how do you set up a three-way conference again?”
and then request to the person on the other end of the
line: “Listen if I lose you, could you call me back?” In
one breath, we involve two employees and simultane-
ously establish with a customer that we don’t value their
time enough to learn how to set up a conference call.

Enterprise PBXs were designed half a century ago, and
things have changed from a technology standpoint, but
how do we leverage today’s technologies to improve
productivity? How can we make things easier and how
do we deliver enhanced applications? Clearly, the PC is
a resource we can leverage to improve the usability of
the voice system and increase productivity. Here are
some of the features you should look for in an IP-PBX:

Accessing Features with Personal Call Control: In
an IP-PBX environment the user’s PC can be logically
linked to an analog or digital phone in such a way that
the PC can interact with the phone. The application can
control the phone and the phone can pass information
to the PC application. The IP network provides the
“glue” between the two devices. 

We can now extend the model so that all features are
readily available through buttons and menus, thereby
eliminating the need for the telephone handset guide of
the legacy model. The full range of features is now easy
to use and accessible.

Call History: The system can also track the user’s call
history – both incoming and outgoing calls. In this way
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we can use the phone system much like an automatic
log or notepad. Using the call history we never need to
search for a number again, we simply scan through the
history and click dial – we can even add the number to
our contacts list (next paragraph).

System-wide Directory Services: Production of the
organization’s phone book could be an expensive activ-
ity so in the past it was typically only done in full about
once a year. Employees today really need is a dynamic,
always current contact list that incorporates everyone
they interact with – not just other employees but also
suppliers and customers.  Further, this information
should even list cell phone numbers.

A well-designed IP-PBX will provide a system-wide
directory that combines personal contacts with corporate
contacts in a single database that can be easily located as
you type in fragments of people’s names or numbers. You
might type in first names, last names, peoples’ initials,
names that sound similar, departments or any other cri-
teria that makes sense. Database searches like this make
telephone usage so much easier by being dynamic and
always up to date. Users are more productive as they
search for colleagues and even external contacts.

Application Integration:  Personal calendars integrat-
ed with the voice system could be used so that call han-
dling mode can be set based on knowledge of the user’s
meeting schedule. For example, she’s in a meeting, so
automatically send her calls directly to voicemail. 

CRM client applications can be enhanced with call but-
tons that allow agents to dial directly from the customer
record thereby improving agent productivity.  

Presence: The concept that if a user has recently typed
at the keyboard or moved the mouse on the computer
then they are located close to that computer is a model
that is gaining support in a wide variety of applications:
messaging, cell phone usage and voice systems. 

The real-time knowledge a combined voice/data system
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provides of people’s current status can be used to deter-
mine how a call should be routed - before the call is
made. For example: the individual appears to be at her
desk but is on a conference call – we should forward
the call somewhere else. 

With real-time knowledge of what state the phone is in,
calls can now be routed to a person who is at their desk
and can take the call immediately rather than forward-
ing a valuable customer to someone’s phone number
(where it ends up in voicemail).  The net result is a
more responsive, more productive organization. 

There are two presence standards you should be aware
of: SIMPLE based on the SIP protocol and the XML-
based XMPP –SIP was originally designed as a VoIP
standard so it is more than likely that implementations
of presence for voice systems will use SIMPLE.

Web Conferencing: Once a call is in place we have
immediate knowledge of the PCs logically linked to the
participants of the call. The system tracks the state of
the phones and the associated computers. Because of
this, if callers in a call or a conference want to review a
document they are working on, a user simply clicks on
a button and the other participants immediately see the
document. No additional set up is required because the
overall system has knowledge of what each user is
doing and who is attending the conference. Whenever
we free people from the time they spend working out
how to accomplish tasks with their technology we
increase productivity. 

In fact, the standard TAPI programmer’s interface can
be used to customize and enhance the system so there
is really no limit to the time-saving applications that
can be delivered. In fact, to determine how TAPI-com-
pliant a vendor is, ask them whether they use TAPI to
deliver their own applications. The answer to this ques-
tion will say a lot about how committed they are to
your business productivity. 

So we are now more productive but can we work as a team? 
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6.3 Collaboration
In the old days, the concept of a corporation was of a
bricks and mortar building where the employees went
to work. In fact it was for this application that the orig-
inal PBXs were designed. Today however, things have
dramatically changed: 

1. Enterprises nearly always have more than one site

2. Sales staff are expected, even encouraged, to spend
the majority of their time with customers and often
don’t have an office with a desk

3. Many key contributors for an enterprise actually
work for supplier organizations

4. Customer service requirements have increased so
dramatically that the successful enterprise must inte-
grate in seamless collaboration with their customers

Whether it’s for specific phone calls or for formal meet-
ings, the voice system is the critical foundation for
addressing these new requirements:

• Establish computerized phone directories that
include customer and supplier contacts

• Enable conference calls (on the fly or scheduled)
where off-site employees, customers and suppliers
can easily participate, sharing documents and other
information

• Provide recordings of audio conferences so that
absent team members (employees, suppliers and cus-
tomers) can review actions and decisions.

• Provide distributed applications so that customer
interaction can be spread across multiple sites and
can dynamically include any employee at the click of
a button

• Provide presence management integrated with com-
pany-wide scheduling applications so you know whether
an employee is online and available or busy with a cus-
tomer on the phone – before you try his number
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• Make people easier to reach with follow-me find-me
rules so that their customers can find their represen-
tative just by typing a single extension number

• Enable sales staff located temporarily at their home
office or at a customer’s premises to leverage the full
range of features remotely, for example with a soft-
phone on their portable computer  

• And all of these features should be easy-to-use in
such a way that employees can spend their time on
their jobs rather than on working out how to sched-
ule a conference call

With renewed focus on collaboration between
employees, customers and suppliers – the IPBX moves
us beyond the monolithic single-site systems of yester-
day, to address the needs of the distributed organiza-
tions our businesses have become.

6.4 Voicemail and Unified Messaging
A voicemail system is used for store-and-retrieve voice
communications. Initially designed to replace prolifer-
ating answering machines, the voicemail system has
taken on a broader role of bringing the advantages of
ubiquitous communication tools like email to the
telephony world.

The basic process of using a voicemail system is as fol-
lows: 

An unanswered incoming call is redirected to the voice-
mail account of the called party, where the called party’s
prompt is played to the caller.  After a beep is played,
the voicemail system begins recording.  The caller leaves
a message, then presses a predefined key for options or
simply hangs up.  The called party gets an immediate
notification on predefined device (pager, message light
on phone, email).  The called party dials into a central
voicemail number or simply presses voicemail key on
desktop phone to access the system.  The system
prompts for number and ID number, and then provides
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menu options. The called party listens to message, then
deletes, saves, forwards or replies to message.

Beyond the basics, certain enhancements are available.
For example, in a multi-site environment this function-
ality can be extended to include the ability to forward
voicemails between sites using low cost communica-
tions links.  Also, unified messaging can provide a sin-
gle in-box for all message types (voicemail, email, fax).

6.4.1 Unified Messaging

The challenge with a typical voicemail system is that it
takes time for the user to learn the multi-layer menu
system and know where the shortcuts are.  Users often
have to keep a visual representation of the menu layout
next to the phone.  

By providing a unified view of all media in the email
system, users can leverage a more intuitive interface
and have the freedom to handle and store messages in
the same way as they do with email.  For example,
users can view and listen to voicemail in any order they
choose, instead of tabbing through a series of messages
on the phone to get to important message number 11.

The key to unified messaging is to establish a very tight
relationship between PC and voice system. In the past
this kind of integration could only be achieved through
the use of separate, loosely linked systems – a PC full of
voice processing cards that effectively provides a bridge
between the worlds of voicemail and email. 

With IP telephony this problem goes away. Because it is
integrated by design, the IP network effectively pro-
vides a common link between any network component:
email server, PC, voicemail, and telephone.
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6.5 Supporting Teleworkers and
Road Warriors

During the past few years, teleworking has emerged as
an increasingly important component of the distributed
enterprise workforce. This trend has been driven by the
need to retain skilled employees by allowing them to
work non-standard schedules at locations outside the
office.

Communication and collaboration play an essential
role in employee productivity, so the ability to support
teleworkers with both voice and data network integra-
tion is becoming a critical requirement for IT organiza-
tions. While most teleworkers have some level of data
network access and integration from their home office,
they have historically lacked any level of voice network
integration.

Softphones can deliver the full range of telephony fea-
tures and enable the individual to feel like an active
member of their organization even if they are geograph-
ically far away. Such phones can run on the user’s com-
puter which might be located in: 

1. The home office 

2. A customer site 

3. A WiFi hotspot located in a coffee shop 

This kind of flexibility was never available with legacy
PBXs and demonstrates the advantage of a distributed
approach to voice communications.

6.6 Multi-Site Connectivity
One of the main advantages of IP-based voice is that the
communication system goes where the IP network
goes.  It’s that simple.  This allows companies to extend
their voice network from LAN to WAN, central site to
remote office, or even to home offices.  It’s totally loca-
tion-independent, yet it functions as a single, cost-
effective network.  
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When a system has been designed as a multi-site appli-
cation rather than as a set of independent PBXs, the
user experience is dramatically improved. There is a
single dial plan for the whole organization irrespective
of site/location, and if users travel from one site to
another, they simply log into the system and their calls
are forwarded to their new location without their hav-
ing to make any configuration changes. 

As we have already mentioned, presence and messaging
capabilities add considerably to employee productivity.
This benefit is even more dramatic when users are
located at multiple sites. For example, the ability to
know the availability of a colleague before making a call
maximizes efficiency and reduces frustration. In a geo-
graphically disperesed team, this type of presence infor-
mation helps decrease the distance gap between
employees in different time zones, facilitating better
global employee communications. 

Even when a voice system is distributed across the
LAN, MAN, or WAN, all of its elements and all of its
advanced voice services are easily managed as a seam-
less, unified whole.  IP telephony systems with web-
based management provide a comprehensive,
single-system view of all users, sites, equipment, fea-
tures, and services, enabled by a single-system data-
base.  

This unified approach is in stark contrast to the legacy
method, where each site and various voice services
(such as voicemail, auto attendant, or workgroup ACD)
are managed as separate entities, with separate databas-
es, and separate interfaces.  This archaic approach
makes it extremely complex to manage – not to men-
tion expensive (due to the impact and cost of special-
ized training and staffing).
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6.7 Call Centers and Customer
Relationship Management 

The advantages of an IP-based voice communication
system over a traditional PBX system for call center or
CRM applications include greater flexibility in distrib-
uting calls and easier integration of voice and data.  

As described above, in an IP-based system, voice goes
where the IP network goes.  Therefore, in call center
environments calls may be distributed to users any-
where on the IP network.  While distributing calls
between local and remote offices is also possible with
traditional PBX systems, the ability to easily move users
from one location to another is a strong advantage of
IP-based voice systems.  This allows, for example, a
customer support expert to move from a central site to
a home office, and easily remain connected to the call
distribution group. 

This flexibility is becoming extremely important as busi-
nesses define their CRM strategies. The Internet is mak-
ing this requirement even more urgent. With less
business being done in person and more attention being
paid to customer satisfaction, it is critical that your voice
communications system work with key CRM applica-
tions to provide the highest level of customer service
possible. This is key to building customer loyalty.  

Solutions for managing customer contact and ongoing
relationships range from informal contact center capa-
bilities to a highly sophisticated call center solution
built around an Automatic Call Distribution (ACD)
module.  The ACD provides the function of queuing
and managing the distribution of calls to the appropri-
ate agents. Calls entering the contact center can initially
be handled by the interactive voice response (IVR)
module, which helps to determine how to best service
the customer.  Often, the customer is handed off to an
available agent with the appropriate information. At
that point, a screen pop-up window delivers customer
database information to the agent’s PC.
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Today, the call center is transitioning and taking on a
much broader role in the enterprise. This new expand-
ed role is being described within the umbrella concept
of CRM, which enhances call center technology with
applications tailored to specific business functions,
such as sales force automation and customer support
services. The expanded role of CRM is driving improve-
ments in the way call centers (or, more appropriately,
call “non-centers”) need to work:  

CRM must expand to include distributed employees:
With the growing number of remote workers, mobile
workers, and teleworkers, it is important that the CRM
system be able to leverage agent skills, regardless of
where they sit in the organization.  Distributed, loca-
tion-independent CRM delivered wherever there is IP
access enables more employees to take responsibility
for managing customer relationships.

Systems must be able to handle any media type:
With the rise of the Internet it is no longer possible to
assume that voice (telephony) will be the only way of
communicating with businesses. Email, web forms,
instant messaging and chat are all now widely used and
all these tools provide an opportunity to exceed cus-
tomer expectations and build loyalty. 

Queues must link to agent skills: Customers with a
particular interest or requirement do not want to be
routed from one agent to another; they want to deal
with one person who can provide the assistance they
need. Similarly businesses must use the most appropri-
ate person for a call, based on their business objectives
(cost, workload and results). Getting the right person to
handle the call ultimately costs less and enhances the
customer experience.
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7 OPTIONS FOR ENTERPRISE
VOICE COMMUNICATIONS

7.1 Key Systems
Key systems are positioned as the first step for a small
business that has outgrown an installation of separate
disconnected phone lines from the telco (e.g., Centrex
service).  The key system achieves this by linking every
phone in the organization to every other phone
(cabling is fairly complex). Key system phones are able
to display the state of any phone on this small network
so that calls can be forwarded from one person to
another.  These systems provide small businesses with
an affordable, entry-level telecommunication system.

The downside is that key systems are quickly rendered
obsolete by any business growing beyond 100 employ-
ees.  In addition, they tend to be extremely limited in
terms of adding applications or managing system
changes.  To try to overcome the perception that key
systems are limited in functionality, some vendors
describe their key systems as hybrids, positioning them
as “key systems with the smarts of the PBX.” 

In practice, however, key systems will not typically sup-
port business growth, will not interact with CTI appli-
cations, will not incorporate sophisticated call routing
capabilities, and will not link to other voice systems.

7.2 PBX
Because of the centralized architecture of the legacy
PBX, there are certain considerations concerning the
ongoing management of the system to keep in mind
when comparing the total cost of ownership (TCO) of
different approaches to enterprise telephony.

For example, the legacy PBX architecture is based on
centralized system intelligence, so that management
and control is carried out from a single console - much
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like the mainframes that once dominated the IT world.
The console is often connected directly to the PBX.
Therefore, management of the system requires the
physical presence of the engineer. Although this may
work in a small single-site configuration, this central-
ized model becomes unmanageable and expensive for
multi-site systems.

In the legacy PBX world, MACs require specialized per-
sonnel and the task of managing them is often out-
sourced to service organizations, which increases cost
and decreases flexibility.  Digital phones are proprietary,
meaning any phone not manufactured by the PBX ven-
dor will not function with that system.  It also means
you end up paying a premium and sacrificing freedom
of choice.  And management consoles use proprietary
interfaces that are not integrated across applications.
As a result, changing a user’s location may involve use
of three or more separate management consoles with
three different interfaces.

There are other issues driving the market away from
legacy PBX systems. Perhaps the biggest problem is one
of PBX scalability, which is a constant source of frustra-
tion for growing businesses. These systems are typically
designed for a specific size customer, and if that cus-
tomer expands beyond the vendor-defined capacity, the
customer must move to a higher end PBX. 

One area where this problem is apparent is with smaller
companies that require a robust telecom system to be
able to provide the same level of customer service as
large companies.  That requirement often leads to the
purchase of a high end PBX system – perhaps more than
the smaller business wants or can afford – at a premium
price.  A better option would be to provide customers
with a scalable system that would continue to grow in
capacity and features with the needs of the business. 

In addition, PBX connectivity across multiple sites is a
chronic problem for many growing customers.
Vendors have been reluctant to use standard signaling
protocols to link the sites and simplify the problem
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because such protocols would enable the customer to
move more easily from one vendor to another. 

Another problem with PBX systems is that the handsets
customers purchase for their low-end systems are often
not supported as they migrate to a higher end system.
Consequently, customers are forced to purchase new
handsets when they upgrade. 

Finally, application integration is not easy with a legacy
PBX because of the overall design of the system. To
integrate PBX voice systems with enterprise IT applica-
tions, the PBX must typically be supported with a sepa-
rate, dedicated server loaded with voice processing
cards.  In an IP world where voice and data already
share the same transport network, this kind of awk-
ward CTI equipment is unnecessary. 

7.3 IP-PBX
IP telephony is clearly the future of enterprise voice
communications. The most obvious benefits of an IP-
based voice system include lower cost, more flexibility,
and improved usability and manageability.  A signifi-
cant cost saving comes from being able to use the exist-
ing data infrastructure rather than a separate dedicated
network.  In addition, as was the case in the transition
from mainframe-based computing to standards-based
open systems, IP-based voice communication equip-
ment represents a shift to commodity computing plat-
forms available at significantly lower cost. 

As pointed out above, MACs are a significant expense
in administering the voice system.  In an IP-based sys-
tem, because the voice function is logically separated
from the underlying network, moving a user from one
location to another does not require reconfiguration of
the physical infrastructure.  As a result, MACs in an IP-
based voice system are typically one-third the cost of
MACs with a legacy PBX system.

There are other benefits as well.  In the PSTN and in
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PBX systems, users are intimately tied to their tele-
phone numbers or extensions.  In IP-based networks,
the association between users and their IP addresses is
through a domain name server (DNS).  In addition, IP
addresses are usually assigned when a user logs into the
network through a DHCP (Dynamic Host
Configuration Protocol) server. Extending this even fur-
ther, some innovative voice systems allow users to log
onto any physical phone on the system thereby elimi-
nating any expense related to MACs. 

As mentioned earlier, legacy PBX systems have tended
to focus on the telephone handsets because they could
generate significant revenue by locking the customer
into high margin, proprietary phones.  With IP voice
communications, the telephone handset is no longer
the focus.  Instead, the desktop PC, with its intuitive
interface, has taken center stage by simplifying voice
communications and adding massive scalability to
related converged applications.

Applications development is done using standard inter-
faces, such as Microsoft’s TAPI.  This makes applica-
tions truly portable and interoperable with other
standards-based systems.  In addition, IP-based systems
are not hindered by legacy evolution, so enhanced serv-
ices (e.g., voicemail and automated call distribution)
can be integrated into a single interface.  Moving a
user’s location requires only a change in the associated
physical port (the user’s voicemail and automated call
distribution profiles need not change), and the end
result is lower cost of administration.

Functionally, the IP-based voice system is similar to
that of a traditional telephony system. It provides basic
call management and enhanced services.  Typically, a
call server such as a softswitch provides internal and
external call management and translation between tele-
phone numbers and IP addresses.  Standard analog
phones, IP phones or PC-based phones connect users
to the network. The obvious difference with IP-based
systems is that the voice server and phones are connect-
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ed to the IP network rather than a separate dedicated
network.  The transition is, again, analogous to the
migration from centralized mainframe networks to dis-
tributed, standards-based IP data networks.  This evo-
lution ulimately fueled tremendous growth of new
applications and services, and resulted in the lower cost
computing platforms available today.

IP has become the strategic communications protocol
for business – even the legacy vendors will admit to
that.  Therefore, customers being encouraged by those
vendors to continue investing in proprietary old world
PBX systems should be extremely wary. With the rapid
adoption of converged IP voice and data infrastruc-
tures, a new PBX purchase would be viewed as an
unnecessary expense rather than a strategic investment. 

7.4 Total Cost of Ownership (TCO)
Much has already been said about the expenses associ-
ated with PBX systems. Traditionally, these legacy ven-
dors have avoided the issue of TCO, dodging the issue
by offering substantial discounts on the initial purchase
to create the illusion of affordability.  However, they
quickly make up for “lost” revenues by selling propri-
etary enhancements, applications, and services, further
locking the customer into a long term investment.

The advent of IP telephony provides the opportunity for
a new generation of vendors to challenge not just the
technology, but also the overall value proposition for the
customers who purchase and use that technology. 

As you meet with vendors to discuss deployment of an
IP voice communications system in your company,
make sure that they provide you with clear, straightfor-
ward answers to the questions below.  Doing so will
save you time, money, and a lot of frustration.

Installation: What is the charge for installing the sys-
tem?  Is it simple enough to do it myself?  How long
does it take?  
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Management: Do I need skilled personnel to manage
the system full time?  What kind of training is required
to manage the system? Do I need someone to manage
each office location?

Telephones: What kind of phones can I use?  How
much do they cost?  

Expansion: How much does it cost to expand the sys-
tem?  How many users will it support?  How many
sites? What if I outgrow it?

MACs: What are the costs of handling moves, adds,
and changes anywhere in my company?

Multiple Sites: How do I interconnect multiple sites?
How much does it cost?  What is the management
impact?  What is the service and support impact?

Having clear answers to these questions will help
ensure that the hidden costs are well identified and
understood prior to purchase. 

Although cost is important, we believe that the factors
driving the shift to VoIP are based on the more strategic
business changes around us. We describe these changes
in our final words below.

8 CONCLUSION
VoIP systems today cannot only match the features of
legacy PBXs, but they have been built with today’s com-
munications environment in mind. When most of the
legacy PBX architectures were launched, the Internet
was irrelevant to mainstream business activity. Today,
however, the Internet is a crucial tool in facilitating
business, and IP forms the foundation for many of the
applications and systems that continue to drive our
productivity to new levels.

IP telephony is inherently designed to leverage the
Internet phenomenon, providing a distributed commu-
nications infrastructure that businesses will use to both
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scale and simplify their activities simultaneously. The
legacy vendors have clearly stated that IP telephony is
the future, but they lack the focus of the pure IP play-
ers. Those organizations that embrace this technology
will succeed while their competitors continue to watch
and wait.

We hope you have found this guide useful. If you
require additional copies please contact ShoreTel at
(408) 331-3300, or email your contact details to
info@shoretel.com.

P.81

    



9. TERMS AND ABBREVIATIONS
10Base-T 10 Mbps Ethernet over twisted pair

copper cable

100Base-T 100 Mbps Ethernet over twisted pair
copper cable

1000Base-T 1000 Mbps Ethernet over twisted
pair copper cable

10GBase-T Proposed 10Gbps over copper cable

4e Class 4 switch from Lucent
Technologies

5e Class 5 switch from Lucent
Technologies

ACD Automatic Call Distribution

ADPCM Adaptive Differential Pulse Code
Modulation

AMIS Audio Messaging Interchange
Specification

ANI Automatic Number Identification

ASIC Application Specific Integrated
CircuitDiffServ

DiffServ Differentiated Services 

DNS Domain Naming System 

DSP Digital Signal Processor

CLI Calling Line ID

CO Central Office of a telecommunica-
tions operator

Codec Coder/DeCoder

CRM Customer Relationship Management

CSMA/CD Carrier Sense Multiple
Access/Collision Detection
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CSU Channel Service Unit

D4 A T-1 framing scheme

DMS CO Switches from Nortel Networks

DES Data Encryption Standard

DHCP Dynamic Host Configuration
Protocol

DS-0 64 Kbps channel

DS-1 1.544 Mbps = T-1 = 24 x 64 Kbps
channels

DS-3 44.736  Mbps = T-3 = 28 x T-1s =
672 x 64 Kbps channels

DSS/BLF Direct Station Select Busy Lamp
Field (Attendant Console)

DTMF Dual Tone Multi Frequency

E.164 The international public telecommu-
nications numbering plan

ECTF Enterprise Computer Telephony
Forum

ESF Extended Super Frame – a T-1 fram-
ing scheme

FXO Foreign Exchange Office

FXS Foreign Exchange Station

G.711 Pulse code modulation (PCM) of
voice frequencies

G.723.1 Dual rate speech coder for multime-
dia communications transmitting at
5.3 and 6.3 kbit/s

G.729a Coding of speech at 8 Kbps using
Conjugate-Structure Algebraic-Code-
Excited Linear-Prediction (CS-ACELP)

P.83

  



Ground Start A way of signaling initiation of a call
from a PBX to the CO by briefly
grounding one side of a line

H.100 ECTFs standard CT bus implementa-
tion with PCI

H.110 ECTFs standard CT bus implementa-
tion with Compact PCI

H.225.0 Call signaling protocols and media
stream packetization for packet
based multimedia communication
systems

H.245 Control protocol for multimedia
communication

H.248 ITU equivalent of IETF MEGACO

H.320 Narrow-band visual telephone sys-
tems and terminal equipment

H.323 Packet-based multimedia communi-
cations systems

H.450 Generic functional protocol for the
support of supplementary services in
H.323

IEEE 802.1 Transparent Bridging

IEEE 802.1d Spanning Tree Algorithm

IEEE 802.3 CSMA/CD (Ethernet)

IEEE 802.3ad Link Aggregation

IEEE 802.3ae 10 Gbps Ethernet

IEEE 802.3af Power over Ethernet

IP Internet Protocol

LCD Liquid Crystal Display

LED Light Emitting Diode
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Loop Start A way of signaling call initiation by
creating a loop across the two wires
of a telephone pair. 

MGCP Media Gateway Control Protocol

MEGACO Media Gateway Control, also know 
as H.248 signaling protocol

MOS Mean Opinion Score

MPLS Multi-Protocol Label Switching

NAT Network Address Translation

NI2 Standard ISDN Signaling scheme

OC-1 51.840 Mbps

OC-3 155 Mbps

OC-12 622 Mbps

OC-48 2.4 Gbps

OUI Organizationally Unique Identifier

PABX Private Automatic Branch Exchange

P.831 Subjective performance evaluation of
network echo cancellers

PBX Private Branch Exchange

PCM Pulse Code Modulation

Q.931 ISDN user-network interface layer 3
specification for basic call control

QSig Q reference point Signaling

RTP Real-Time Transport Protocol

SDH Synchronous Digital Hierarchy
(European Equivalent of SONET)

SIMPLE SIP for Instant Messaging and
Presence Leveraging Extensions

SIP Session Initiation Protocol (RFC
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2543)

SLA Service Level Agreement

SMDI Simplified Message Desk Interface

SONET Synchronous Optical Network

STS Synchronous Transport Signal
(SONET)

STS-1/STM-1 51.840 Mbps

STS-3/STM-3 155.52 Mbps

STS-12/STM-12 622.08 Mbps

STS-48/STM-48 2.488 Gbps

T-1 1.544 Mbps = DS-1 = 24 x 64 Kbps
channels

T-3 44.736  Mbps = DS-3 = 28 x T-1s =
672 x 64 Kbps channels

TAPI Telephony Application Programming
Interface, 

TCO Total Cost of Ownership

TCP/IP Transmission Control
Protocol/Internetworking Protocol

TIA 568B Pin layouts for RJ45 plugs

WAN Wide Area Network

UTP Unshielded Twisted Pair

VoIP Voice over IP

VPIM Voice Profile for Internet Messaging

VPN Virtual Private Network

XMPP Extensible Messaging and Presence
Protocol
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REQUEST INFORMATION
FROM SHORETEL

Your Name: 

Your Company:

Title:

Address:

Email Address:

Telephone Number:

Number of Employees:

Number of Sites:

Current Voice System(s):

q

   

Please describe or check your specific areas of interest:

q

  

Reliability through distributed call control

q

  

Single system management

q

  

Organizational productivity applications

q

  

Collaboration and presence

q

  

Flexible expansion capability

q

  

Legacy migration

q

  

Improved sound quality

q

  

Cost reduction

Mail To:
ShoreTel 
960 Stewart Drive 
Sunnyvale, CA 94085
USA
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