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Feeling vulnerable? Your computers probably are. According to Forrester, enterprises spend between 7.5 and 9.0 
percent of their IT budgets on security.  Security spending by the Federal government alone will rise from $5.1 bil-
lion in FY 2006 to $6.3 billion in FY 2011.

Meanwhile, the cost of bad security—in the form of the cost to recover from a security breach--is on the rise.  
Ponemon Institute LLC of Elk Rapids, Michigan, estimates that the cost of dealing with a data breach rose to $4.8 
million per incident for medium to large size business in 2006.

Today, the most common way of dealing with these and other enterprise vulnerability issues remains painstaking 
manual processes. But at an average cost of $100 per IT house call to each desktop, manually keeping up with new 
security challenges and configuration changes across hundreds of thousands of servers, desktops and roaming 
laptops is too slow. Too error-prone. Too expensive. And increasingly unrealistic. 
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Is Consolidation the Answer? 
BigFix offers a new generation of automation-assisted IT security policy enforcement solutions that are helping to eliminate the 
headaches, hassles, costs and complexities of keeping up with new security challenges across hundreds of thousands of servers, 
desktops and laptops. Not only do we automate many formerly manual processes, but the single infrastructure/multiple services 
nature of the BigFix architecture enables many customers to consolidate security policy management tools and processes.  

But are these solutions right for you? 
Here are seven key signs that it’s time to automate and consolidate your vulnerability and security configuration management with 
solutions from BigFix.

1. Mobile computers threaten the security of your network because it is difficult to keep them 
current with mandatory configuration updates and security settings. 
In 2006, mobile and laptop computers outsold desktop and tower models for the first time.  Mobile computers that come and go from 
enterprise networks are now the new norm and no longer a corner case.  But managing mobile devices is notoriously difficult.

Does the sales team stand still long enough for you to find and fix known vulnerabilities their laptops? What about that field service 
user who keeps changing security settings to access the Internet from various wireless hotspots? Or that engineer who reverted 
the patch for MS06-043 by installing an older version of his compiler? 

Because mobile computers move among different physical locations outside the enterprise’s protective security perimeter, they 
can become vulnerable in many ways, due to: 

•  “Weak” security settings, which are often the result of a user changing settings when attempting to get the computer to 

communicate with the Internet on a home network or a customer’s internal network 

•  A growing number of mobile workers, which can compound problems--and compromise your network--when 

communication is re-established within the firewall 

•  A failure to maintain current security policies because the computer was not in the office or on the network at the right 

time to receive them 

•  Corrupted patches, which can occur if a current version of a DLL is overwritten by an older vulnerable version when the 

user installs or reinstalls software 

With BigFix, an intelligent agent continuously runs on the mobile computer so that whenever the computer connects to the net-
work, it checks for needed patches and security updates. If a configuration change or fix is required, the agent automatically down-
loads and deploys the fix--without any user interaction. 

For low-bandwidth connections, BigFix offers bandwidth-limiting and download restart features to “trickle” the fix a bit at a time 
until the entire patch, update or remediation has been received. 

Best of all, with BigFix, managers can track the status of mobile computers whenever they connect into the network. After a fix 
has been deployed, the agent notifies the BigFix server of successful deployment. The BigFix Administrative Console informs the IT 
manager that the fix is complete. 

2. You are falling behind on deploying critical security configuration and software updates. 
Keeping up-to-date with alerts and fixes is a significant challenge, and the pace of new vulnerabilities shows no sign of slowing. In 
2005, Microsoft issued 55 Security Advisories.  In 2006, this number jumped to 78.  And even after the introduction of Windows 
Vista in 2007, Patch Tuesday will remain a fixture on the IT calendar for a long time to come.

What’s the urgency? Gartner is on the record stating that 90 precent of cyber attacks exploit holes for which patches have already 
been issued, but companies have failed to deploy. Further more, hackers know that they can do the most damage in the first 48 
hours after a vulnerability becomes publicized to the IT community.  The threat of zero day attacks requires zero day defenses, or 
better yet, pre-zero day preemption.
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BigFix helps you stay current with vulnerabilities and fixes automatically to ensure new vulnerabilities do not exploit holes for 
which other remediations exist. 

BigFix tells you exactly what computers are vulnerable, continuously, and in real-time--collapsing the time-scale to close windows 
of vulnerability to seconds and minutes versus hours or days with other solutions. 

BigFix’s automation-assisted solutions give you centralized control of all your security configuration management operations. From 
a secure console, you deploy the pre-tested, pre-packaged solutions and manage the configuration changes you need - on your 
terms, at your speed, whether you are deploying and evaluating a fix in your test lab, or blasting out an emergency update to stay 
ahead of a new security exploit. 

With BigFix, you both automate and thoroughly control the process of remediation. Since everything’s under your automated con-
trol, instead of done manually, the savings in time and money are significant. 

3. You find it difficult or time consuming to provide management with accurate reports of the 
security and policy compliance status of networked assets. 
Can you get an instant view into the desktops, mobile laptops, remote users and servers within your network and what vulnerabili-
ties exist? Can you identify the most common vulnerabilities? Can you confidently confirm that all your computers’ configurations 
comply with Sarbanes Oxley or internal best practices? Can you compare the status of vulnerabilities today vs. last month or last 
year? Can you show your boss when he asks? 

BigFix provides real-time identification of vulnerabilities and configuration issues on computers across the enterprise, making it 
possible to assess in minutes the impact of a threat or configuration change. BigFix shows you the status of your fixes, enterprise-
wide as they happen. The BigFix Web Reports dashboard summary shows you (and your boss), at a glance, the status and history of 
vulnerabilities and remediation actions taken to address them. 

4. Your team spends too much time researching, testing, and writing customized scripts to 
change configuration settings and deploy fixes. 
A manual approach to managing security updates and configuration changes is a recipe for disaster. It typically involves regular 
hands-on sweeps of selected security sites for vulnerabilities. An assessment to determine if your computers are vulnerable. Analy-
sis and development of a remediation. And, when all this work is done, deployment of the remediation to thousands, or hundreds-
of-thousands, of computers throughout the enterprise. 

BigFix offers the antidote to expensive, error-prone admin drudgery with an automation-assisted security configuration manage-
ment solution that gives network administrators a flexible, easy-to-use system that: 

• Provides pre-packaged, pre-tested software and service pack updates and vulnerability remediation for all Microsoft 

Windows, and major UNIX and Linux platforms 

• Proactively detects the vulnerabilities on computers in their networks 

• Provides detailed information to make educated decisions about remediation and to set security configuration priorities 

• Eliminates the vulnerabilities quickly and easily 

With BigFix, system administrators find that staying current with the latest remediations takes seconds and minutes, not days or 
weeks as it does with manual or stand-alone products. 

5. Computers within your network are running prohibited applications that threaten network 
security, and it is difficult to find and remove them. 
Need to know which computers in the finance department are running Instant Messaging Software? Which of your computers are 
not configured to use DHCP? Do you worry about being scalped by Skype? What computers have IIS, SQL, or even MSDE? BigFix 
can tell you, simply, easily, on-the-fly and in real-time. Are users siphoning off sensitive information onto USB thumb drives.

BigFix provides administrators with real-time discovery and reporting by continuously monitoring for the specific hardware and 
software configurations that you define. 
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Detect unauthorized peripherals, illicit network interfaces, banned software, illegal modems and more. For example, if you need 
to prevent users from using KaZaa and hogging bandwidth while downloading mp3 files, BigFix can find every computer running 
KaZaa and automatically remove it. And BigFix remains vigilant to keep KaZaa at bay even if reinstalled, even on mobile computers 
when they are away from your network. 

6. You do not know which computers on the network have deviated from approved policies, and 
you cannot bring them back into compliance. 
Configuration management is one of the most critical tasks IT can undertake. But it’s also been one of the most time-and labor-
intensive. Keeping track of the applications, operating system versions and patches installed on hundreds of machines remains 
one of the most difficult and time-consuming tasks. Without a centralized configuration management capability, the IT systems 
administrator may not be aware of important changes made on a given computer. 

The BigFix platform uses an always-on, lightweight agent to look deeply into the hardware and software of your computers to 
identify and correct issues according to policies you create--enabling real-time security configuration management--in seconds and 
minutes versus hours and days.

BigFix provides a real-time solution to common configuration problems, including software and file deployment and distribution, 
hardware and software inventory discovery and reporting, policy enforcement and more. 

7. You find it difficult to ensure antivirus and anti-spyware software remains running with up-to-
date definition files, especially for mobile computers. 
Anti-virus and anti-spyware software are important lines of defense in your security strategy. Is the software running? Are the 
definitions up to date? Have users disabled their computer’s anti-malware software because it interferes with home networking or 
Internet access? 

The BigFix Client Manager for Antivirus and BigFix Client Manager for Anti-Spyware clients continuously monitor third party AV 
and anti-spyware software—Symantec, McAfee, Trend Micro, whatever--on desktops, mobile laptops and servers and ensures that 
it is running and current. The Client Manager products can even increase confidence that anti-malware software will protect laptop 
computers, wherever they are, on your network or on the road. 

BigFix can: 

• Deploy AV and anti-spyware software 

• Ensure software is installed 

• Ensure Engine, DAT, and definition files are current 

• Ensure anti-malware software is running and configured to auto-start 

• Consolidate the management of heterogeneous anti-malware packages from the BigFix Console

Is BigFix right for you? 
If you answered yes to any of these questions, BigFix may be the solution you’re looking for. Why? Because only BigFix brings you: 

• An end to the headaches, hassles, costs and complexities of keeping up with new security challenges and configuration 

changes across hundreds of thousands of servers, desktops and laptops 

• A fast, simple, automated way of proactively identifying, assessing and remediating vulnerabilities across the enterprise, 

on your terms, in real time — in seconds and minutes versus hours and days 

• Complete visibility and real-time reports on the security and configuration status of all your computers, spanning large, 

multiplatform networks 

• The scalability required for even the largest enterprise, so you can distribute fixes across the entire organization, to 

remote offices, and to mobile computers - without impacting network bandwidth 
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• A full suite of ready-to-deploy solutions from endpoint security, patch management, asset discovery and software 

distribution to tools for creating security configuration management solutions customized to your specific enterprise 

security needs 

• Consolidating tools, processes and learning curves to cut costs, improve expertise and effectiveness

Affliction by any of the Seven Signs can be painful, and we know customers who suffered from all of them before reaching for BigFix.  
But if the diagnosis leads to BigFix, seven may just turn out to be your lucky number.


