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Accessibility and Security
Security must be designed into every
aspect of the wired and wireless network.
If it’s not, the enterprise faces serious
consequences from internal and external
vulnerabilities. At a time when organiza-
tions are converging their voice and data
infrastructures, expanding access to their
communications network to meet the needs
of an increasingly mobile workforce, and
complying with government regulations
like Sarbanes Oxley, it is critical that enter-
prises ensure edge to core security. 

Now more than ever before, a secure
converged network is a requirement
because it enables productivity enhancing
IP applications, wireless and high-perform-
ance communications, and a safe business
environment. It lets people, regardless of
their distance apart, meet online to solve
problems, get training, edit documents, or
conference with customers or co-workers
via voice or video web services.

By using gigabit switching, routers, and
network intrusion technologies, mobile or
desk-bound workers can connect instantly
to wired and wireless LANs and VoIP
networks without sacrificing network
security and performance. 

Workers can open a laptop computer in the
cafeteria and within seconds be connected
to the Internet, ready to download a data
sheet. They can use a Wi-Fi handset to
transact business as they walk to their next
meeting. They can send a critical e-mail
from a PDA as they wait for a meeting to
begin in a corporate conference room. 

As wireless LANs (WLANs) expand
network accessibility, enterprises may ask,
these scenarios indicate just some of the
productivity-enhancing business value
resulting from Wi-Fi access. They also draw
attention to potential security vulnerabilities
resulting from the fact that wireless LANs
(WLANs) are inherently more accessible
than their wired counterparts.

Obvious concerns prompt enterprises to
ask, “Are accessibility and security incom-
patible?” The answer is clear: they are not. 

Accessibility and security can co-exist quite
effectively if the WLAN infrastructure is
carefully planned.

• The entire WLAN must be “identity-
aware” so that different groups of users
can coexist with different levels of security
and services.

• Intruders and applications with malicious
intent must be identified quickly and
handled automatically.

• The WLAN must accommodate a wide
range of devices with different security
and service capabilities.

• The RF environment must be managed to
maximize its availability for legitimate
uses and to eliminate threats from
intruders.

• Control and management protocols must
not constrain WLAN performance.

Distributed WLAN Model
Making a WLAN identity-aware requires 
a high degree of intelligence so that
different groups of users can share the 
same infrastructure using different levels
of security and services. A distributed
database is an effective way of addressing
this vulnerability. WLAN switches can
control database traffic, providing both a
network aggregation point and considerable
processing power. They offer a major
advantage over standalone fat access point
based networks—easier scalability minus
interruptions to mobility and security.

Using a distributed database, WLAN
switches create a secure control channel
and communicate among themselves,
continuously exchanging information,
including user identity, authentication
state, permissions, private history
membership, location, and roaming
history as well as information about
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network topology. This intelligence is vital
to implementing features such as fast roaming,
client discovery, AP discovery, rogue AP
discovery, RF management, and protection
against wireless attacks. 

To maximize performance and scalability, the
database can be distributed intelligently. For
example, data that is needed often can be
resident in every switch so it can be accessed
quickly. Data that is needed less often can be
stored in one switch and accessed by any
other switch with a simple query. This
configuration strikes the perfect balance
between database size and control overhead.
It also allows all of the security and service
related attributes (keying material and
authorizations) to be distributed among
switches as users roam.

Secure mobility also involves making certain
that traffic from roaming clients is always
switched back to the native subnet of the
client. The path that the user traffic takes to
the backbone remains the same, regardless 
of where roaming occurs on the WLAN. Path
preservation ensures that multicast applica-
tions such as push-to-talk function properly
and that backbone security measures based
on access control lists (ACLs) work as
intended. A proven method of accomplishing
this traffic control is the use of IP-in-IP
tunnels between switches that encapsulate
and transport roamed traffic. Tunnel-related
information such as starting points and
endpoints can be distributed the same way as
security and service attributes.

WLAN Security Services
A WLAN must accommodate many different
devices and a variety of security and service
models. For instance, legacy wireless phones
have vastly different security capabilities
than current generation PCs running
Windows XP, and these capabilities drive 
the security and service model.

Authentication
Identity is the basis of trust and trust is
fundamental to network security. A variety
of techniques exist to authenticate users
and/or devices that access the WLAN and
establish their network identity. Once a
user’s identity is established and the user is
permitted to access the network, services can
be provisioned for that user based on a
unique profile. 

Widely deployed in most corporate enterprises,
Authentication Authorization Accounting
(AAA) servers are specialized database 
servers that establish identities by maintaining

usernames and passwords or digital certifi-
cates. They intelligently control access to
network resources by storing policies and
providing network-usage accounting infor-
mation through utilization statistics.

Historically operated as standalone devices,
AAA servers (such as RADIUS servers)
supported by WLAN switches can now be
used as a centralized, easily scaled identity
store. Their functionality, data space, and
performance can be simply and economically
extended by adding additional AAA servers.

IEEE 802.1X, supported AAA servers that
offer a familiar interface for provisioning and
policy definition processes, is the gold stan-
dard for strong authentication in WLANs. It
gives IT organizations the flexibility to use
varying degrees of security and operational
resources. The 802.1X standard is broadly
supported, built into all the major operating
systems, and is available from third parties
for virtually any computing platform. 

802.1X relies on the Extensible Authentication
Protocol (EAP). As the name implies, EAP
defines a framework for authentication. By
not specifying a single authentication model,
it provides an exceedingly versatile way of
accommodating new methods and balancing
security requirements and operational over-
head. Some EAP methods employ usernames
and passwords and others use digital certifi-
cates or smart cards for authentication. 
Some methods require mutual AP and client
authentication so that both the user and
network are trusted. Others only authenticate
the user.

Encryption
Encryption is mandatory in the enterprise
for all internal wireless transmissions. Once 
a client or AP is authenticated using 802.1X,
the encryption keys can be derived and a
secure, confidential wireless session can
begin. Different encryption types—dynamic
WEP with rolling keys, WPA/TKIP, and
WPA2/AES—are supported depending on
the level of data privacy required. Advanced
WLAN solutions don’t limit the use of
encryption in any way.

Web Authentication / WebAAA
Identity can also be established with a web
browser interface through which credentials
(username and password) are submitted to the
network. Web browsers are easy to use and
easy for IT to manage. Though usernames
and passwords are less secure than digital
certificates, certificate-based authentication
has more operational overhead. 
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With identity driving the service model, the
next logical step is to have the web browser
support authorization and accounting. As
with 802.1X, a service profile with authori-
zation attributes can be sent to the network
after the user is authenticated. Web-based
AAA gives IT an additional measure of
service control and monitoring for the incre-
mental effort of setting up service profiles.
Like 802.1X, it leverages the familiar AAA
server to minimize operational expense. 

MAC Authentication
Some legacy wireless devices such as handsets
may not support 802.1X or a web browser.
These require an alternate way to establish
identity. They may use the MAC address of
the wireless device as a user-friendly means
of authentication that doesn’t require the
entering of information prior to network
access. Unfortunately, MAC addresses are
difficult to manage and easily spoofed. MAC
authentication precautions must be taken 
to segregate traffic with VLANs and, when
possible, with firewalls. 

Open Authentication
In some cases IT may want to offer “open” 
or unauthenticated access to a WLAN, where
no attempt is made to identify users. Such
access is commonly used for network guests.
With its obvious lack of security, this method
of access involves careful partitioning of the
traffic from the open network so that it is
kept outside the firewall.

Provisioned Guest Access
An alternative to open access is provisioned
guest access. It involves creating a guest
account on-demand so that access rights and
roaming privileges can be controlled and
monitored. The challenge is to make the
process of guest provisioning cost-effective
and simple enough so that IT organizations
do not need to be involved every time a visitor
requests access.

A guest provisioning application that enables
the front desk staff to enter a username,
password, and guest profile can effectively
address the challenges of provisioned guest
access. The solution should include different
AAA profiles for customers, vendors, contrac-
tors, and other visitors. The application lets
IT organizations maintain total control over
guest access with no overhead other than the
initial configuration of guest profiles. 

Bonded Authentication
It is possible to fortify security and extend
the notion of trust by bonding authentication
between users and their WLAN access
devices. With this type of authentication, the
user and the user’s device are authenticated
with 802.1X. Network access is only permitted
if bonded authentication is successful. This
type of security is useful in protecting the
network and the devices connected to it
from a user accessing the network with a
personally-owned PC that is infected with
viruses or worms. In a Microsoft Active
Directory domain, it is also possible to run
login scripts, control default settings, and
provide application access and updates. And
in the future this underlying capability may
be used to provide quarantine and remediation
services for infected devices that access the
network. 

Types of Security Threats
As Wi-Fi services progress from a tactical
consideration to a strategic resource that
supports day-to-day business, IT staff must
maintain service levels, maximize WLAN
investments, and protect corporate data and
resources. Services and systems can be put at
risk by a range of attacks that may be trig-
gered by rogue APs, network intruders, and
various denial-of-service (DoS) actions.

Rogue APs
Rogue APs can be unauthorized devices
deployed by employees or intruders.
Interfering APs can be legitimately deployed
in a neighboring business’ WLAN yet share
the airwaves with another organization’s
WLAN.

Accurate detection and suppression of rogue
APs begins with classification. A device
must be identified as permitted, interfering,
or a rogue and then, based on IT-defined
policies, action can be taken automatically. 
A signature in management frames that 
only can be deciphered by the management
system can protect against APs that try to
masquerade as legitimate. 

A distributed database is particularly
successful in disarming rogue APs or misbe-
having clients. Since awareness of all the
802.11 devices on a network provides the
underpinning for rogue detection, security 
is enhanced by WLAN switches that can
quickly determine if a MAC address is or is
not on a corporate network. Adjacent APs
can perform this function, but they can only
be effective when the closest AP can be 
identified.
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Countermeasures-such as alerts, alarms, and
location information forwarded quickly to
the management console against a rogue AP-
can be initiated as soon as a MAC address is
detected. When attack lists are available, IT
personnel gain fine-grained control over
countermeasures that let them stop rogues
without impacting network operations. 

Network Intruders
Masquerading clients that are using spoofed
MAC addresses can be detected by identifying
decryption errors that indicate multiple
clients are using the same MAC address, one
of which is likely an intruder.

Lists of Service Set IDentifiers (SSIDs) that
are allowed on the WLAN can be created to
detect unauthorized APs. Should an AP
advertise an SSID that is not on the list, it
can be classified as a rogue and counter-
measures can be launched against it. Lists of
APs and clients that are permitted on the
network also can be defined based on an
Organizational Unique Identifier (OUI)
assigned to each brand of AP and client. 

Networks can easily drop packets from
clients that are on blacklists based on MAC
addresses. Security is enhanced when client
behavior can trigger a dynamic addition of
devices to such lists.

Unauthorized Monitoring Tools
Traffic from an AP, SSID, or client session
anywhere on the WLAN can be replicated
and forwarded to a monitor port by a packet
capture feature. At the port, it can be decoded
and analyzed. Traffic can also be scanned to
detect the presence of unauthorized network
monitoring tools such as Netstumbler and
Wellenreiter. 

DoS Attacks 
Flooding techniques—saturating an AP 
or client with requests—are commonly 
used to deny service. To ensure WLAN high-
availability, flooding attacks need to be
detected. These attacks include associate, 
re-associate, and disassociate requests, probe
requests, and other reserved management
frame flooding (Subtypes 6, 7, D, E, and F).

When a client exceeds a pre-specified rate of
802.11 associate, disassociate, or reassociate
packets, it should automatically be put on a
blacklist for a pre-specified amount of time
to allow an administrator’s assessment of the
situation. Since spoofed de-authenticate
frames are the basis for DoS and man-in-the-
middle attacks, detecting these frames
provides a security alert. Detecting probe
responses containing a null SSID that will
disable a number of popular network inter-
face cards can also deter attacks. 

Summary
Safeguarded by comprehensive 3Com security
solutions, the 3Com Wireless LAN Mobility
System—software, wireless switches and
controllers, managed access points (MAPs),
and the 3Com Wireless Switch Management
tool suite—lets organizations transact business
in safety. To support secure and seamless
WLAN services, the system integrates
Identity-Based Networking and the concept
of the Mobility Domain (the span of mobility
control) so that user-specific security privileges
and services can be dynamically provisioned
network-wide based on the user’s unique
identity.

Supported by the most advanced security
standards and 3Com advanced technologies,
enterprises can deploy wireless networks
confident that rogue and suspicious activity
will be detected and suppressed, RF will be
efficiently managed, and IT staff will have
the timely alerts needed to thwart DoS and
other WLAN attacks.


